BACK IN THE OFFICE
AT MVNNDAY

Yowrnal of The Pen & Sword Club

SCRIBBLINGS offers news, views, opinions and analysis of current and historical
interest to the information operations community. Our June 2020 cover marks yet
another review of the role of British Reserve Forces. Do the Regulars really understand
the ethos, value and specialist skills of the volunteer - and use them well?

An epidemic that urgently needs a
common-sense vaccine!

THERE IS A GREAT DEAL of head scratching going on in the information operations
community. Sparked by coronavirus, exacerbated by the dichotomy of politics in the UK and
magnified by the tweetings, twitterings and blatherings of social media junkies — many of
whom seem to have forgotten that we live in a democracy where it is not illegal to hold a
different opinion — we have an epidemic. A fever that is in danger of tearing the
communications industry apart as so-called “citizen journalists” take to smart phones and
tablets to elaborate personal views as facts, writes Mike Peters, Club Executive Vice President.

In the fashion of the day — the UK has a mediademic or infodemic affecting the relationships
between journalism, the people and government and consequently between military and
media. There is a febrile atmosphere that is dangerous to all involved. It is atime for cool
heads, deeper and joined up thinking and a determination to find a solution that will restore
balanced relationships. A lot less ‘shouty’ journalism by presenters- who see success as
being measured by the number of their Twitter followers - and a less dismissive and
aggressive approach to dealing with the media by the ministries would help.

Many communicators would welcome a communications strategy that features defence
correspondents’ in-depth briefings and the long-term relationships that were so successful in
the past. .
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It is not surprising that the public, the listeners, viewers and readers seem to have a more
measured view of the pandemic and a better understanding that as a nation, indeed globally,
we are in the midst of an unprecedented outbreak of a new and evolving disease. And that
many citizens, although worried, realise that mistakes have been made, and are prepared to
make allowances. Nevertheless, this attitude will not last if any future rise in the “R” is not
handled quickly and decisively.

Interestingly the beginning of June saw Alex Aiken, Executive Director of Government
Communications introduce a new information and training website for civil service
communicators. No doubt there are many in the GCS who would have liked their expertise
and experience to have been better recognised, and utilised, by the politicians and the media
in the first months of 2020.

While there is an undoubted role for the poachers turned gamekeepers among the political
advisor class in government the steadiness and skills of the professional GCS needs a better
and higher recognition.

Bold Moves

The Army too made a number of bold moves in the last month with on line engagement
initiatives though there is still bewilderment in the communications industry of the way the
Ministry of Defence has apparently instructed that the services play down their involvement in
the Covid 19 pandemic.

There have been notable exceptions such as the military involvement in the Nightingale
Hospitals, the testing centres, logistical problems of PPE and countering disinformation.
These have found favour on all sides but have also bred media references to the ‘secret’ Army
organisations that brought in high ranking Reservists to provide expertise and advice. If the
Army, itself, was less secretive then the role of the specialist reserves which has been around
for decades might be better known.

A prime example is the way 77 Brigade is always described by the media as secret. Any
military organlsatlon that is launched publicly — albeit some might say somewhat awkwardly —

- T can hardly be covert. There are
aspects of all military units that
will remain protected, but the
Brigade has not helped itself by
not explaining its role and
functions and being too secretive.
Hence a number of unfortunate
stories and photos in recent
weeks.

There are those in the media, and
the public, who still regard psy
ops as black propaganda. lItis
beholden on the military to show
that information operations are
essential in modern warfare.

Perhaps one of the lessons
emphasised in the current
pandemic is that social media is distrusted: misinformation, disinformation and mal-
information flourish while, at the same time, the mainstream media has lost ground in its
claims to provide a more balanced view.

Now is a time to bring modern military media operations back to the forefront. The country
seems to be absorbing many of the ideas on handling pandemics from other nations so we
might as well look hard at how other armed forces use this skill in a more prominent, studied
and active way.

Mainstream media may currently have problems in terms of veracity, but it is a better conduit
for passing accurate information to the country than social media where the disinformation
brigade can quickly turn a good story bad.




The theory that social media is a place where the message cannot be mismanaged or changed
is discredited...there are thousands of hackers (and hostile parties) just waiting to pounce!

The public and the defence industry grows tired of stories that sometimes emerge — the recent
incident aboard one of the Royal Navy’s new carriers reported as a major leak when it was
simply a plumbing problem, or the public complaints about noise from generators aboard
ships in Portsmouth harbour could all have not even made the news if the media employed
dedicated defence reporters who could check facts rapidly with a sympathetic press office.
And curb the enthusiasm of news desks for silly season reporting.

Knowledge of the Armed Forces and how
H ER E YOU A RE they operate is somewhat vague these days
—the vast majority of the public have never
served and the veterans of the past, though
I highly respected and honoured, grow fewer.
DON T LosE lT AGA‘N The chattering classes may find it acceptable
that specialist commentators, broadcasters
and writers can show a balance in their
reporting and then express apparently
differing personal opinions on Twitter is
confusing to the public and has resulted in

the BBC appointing a watchdog to examine
this practice.

Mainstream media and broadcasting are
being hammered with taunts of bias by some
and praised by others but it, nevertheless,
can present a better portrait of British
society than the turmoil that is on - line
social media. There is despair when
watching some TV programmes when
presenters refer to Twitter on their smart
phones and use the most recent comment as
a barometer of public opinion.

The Prime Minister has appealed for common
sense to prevail. In an unprecedented
scenario of a world pandemic one wonders
{ . how our broadcasters and scribblers would
S5 N = NSt have coped with the Black Death as it swept

—

WWII - VICTORY AND PEACE IN EUROPE through Europe all those centuries ago.

Scribblings jumps into this maelstrom of polls and analysis and finds warnings for all
communicators of the dire consequences of not being technology-wise. Behind the mass of
reporting and comment there is an insidious enemy. That of fake news. Is it safe to believe
anything we now read or hear broadcast?

Scribblings offers a selection of stories this month on the dilemma and awaits the reckoning
that must surely come. As one professional communicator has emphasised this month —we
get the press we deserve and pay for! We are already seeing the demise of the regional press -
though some stalwarts like Wolverhampton's Express & Star still carry the banner for the
dying breed of evening newspapers.

Offer a solution

A quick look at the Edelman barometer of opinion and a trawl of the web shows that the public
grows tired of a brand of journalism - and politics - that purveys opinion rather than facts; of
critics who can talk down any decision but never offer a solution.

Our May 2020 edition has another strong flavour — the 75" anniversary of the end of World War

2. Even amidst lockdown the country has celebrated and commemorated and surprised itself.
Who could imagine a centenarian veteran could inspire people to donate £30 million plus to
honour the National Health Service? Well done to the Army for finding a special way to mark
Captain Tom's success by making him an Honorary Colonel.




Scribblings also looks to the future this month: Terrorism has been pushed out of the
headlines by the pandemic, but the media community must remain wary.

There are countries where this problem is only slumbering and waiting the right opportunities.
In other countries there are problems with censorship and freedom of the press. And for
media operations there remains the challenges, and some may say dangers, of psychological
operations. In modern warfare the association of psy ops and media ops must be managed
very carefully within the coverall of Information Operations.

Scribblings welcomes the British Army Review revelations by Lt Colonel James Chandler who
explains the work and growth of 77 Brigade. The Brigade retains an air of mystery which many
may think is what we should expect. However, the strong word in communications is
transparency and this increasingly important skill-set within the armed forces will only benefit
from more openness.

Without a clear view the values and necessity for Info Ops in the 215 century military will be
lost in a welter of suspicion and lurid tales.

Another Reserves Review

Scribblings also looks at the plans announced by the Ministry of Defence for another review of
the role and use of Reservists. There is no doubt that as circumstances, finances and political
aims change that the Ministry should deploy its assets carefully. What this new review should
do is look particularly at the specialist civilian skills that readily transfer to the military. This
capability should be fostered, protected and enhanced.

Such skills can rarely be matched by regulars who have no hands-on experience of the rapidly
changing and developing world of modern communications.

The fortunes of military media operations have see-sawed for years among Britain’s forces.
Down, before the Northern Ireland Troubles brought them back into a necessity and resulted
in the appointment of unit press officers who were given intense training before deployment.
Then fading away again in peacetime Britain. Fortunately in British Army of the Rhine and
RAF Germany, where the Warsaw Pact threat was all too close, the public information teams in
Germany had the backing of Media Operations Group (V) and 7664 Squadron RAFVR, two
groups of expert communicators from all the disciplines of the mainstream media.

Both were ably led at that time by reservists whose civilian jobs were Deputy Director General

of the BBC (News) and one of the most senior editors
in commercial radio. The Navy, too had a first class
reserve media organisation, as it does today, also in oy
the hands of experienced civilian media-masters and T

their lack of front line deployment showed at the start

of the Falklands conflict when the reputation of military The NetWorker
media operations took a down turn.

The Falklands War highlighted not only a requirement
for excellent public and media relations but that the
Services and the Ministry had taken a conscious
decision and neglected the importance of dealing with
the media.

The Pen & Sword Club highlighted the roles of
professional communicators in a special edition
covering the 30" anniversary of the battles in the South
Atlantic and the home-front.

Our reputation went up again with the deployment to

peace keeping in Beirut and then soared in both Gulf Wars and Afghanistan.




The question has to be asked: does the Ministry of Defence have the balance right between
the huge efforts centred around cyber and psy ops and media communications.

Scribblings urges those who report on the future of the reserves to remember what huge
contributions they made in the past. Your editor spent many years as a Territorial in front line
units and admits that the teeth-arm Territorials may not have had the multi- facetted skills of
the regulars but if the Cold War had changed temperature they would have acquitted their
roles in the defence of Europe in the same spirit and, hopefully, successes of two world wars.

Scribblings looks this month at the last year of the Second World War - from D-Day to the
Surrender and VE Day. We include the tale of American reporter, Ed Kennedy, who broke the
biggest embargo of all time and books by former members of Media Operations Group (V) and
friends of the club. After years of blood toil, tears and sweat, the tide turned in 1944 and
victory was within our grasp.

Nevertheless, it was a year full of tribulations, sometimes amazing technological advances
and most of all heroism on the battle front... and at home. There was too a dark side that came
with the total war that Goebbels - that master of black propaganda - foisted on the German
nation. The world and the German people were to learn much about what had happened in its
name - the inhumanity of concentration and extermination camps.

This is the first edition of Scribblings for some time: as a consequence of ill health. To catch
up on the amount of interest in many stories this edition comes in two parts - current and
historical — and avoids over-loading readers’ in-boxes with large documents.

The Pen & Sword Club plan is for the journal to continue to support our popular activities and
to maintain contact with the 300 plus full members and the 400 or more LinkedIn group
members who follow our deliberations and mutual interests.

The Club is working on coming out of Covid 19 lockdown and will resume the London based
lunch time sessions with top class speakers as soon as is possible. We have even had a
number of offers to organise some regional get togethers! The club is planning a new drive to
expand our membership and consultations are under way with interested parties to host a
seminar in London - post Covid 19 - on the emerging, confused new world of military and

media communications.

A Sad Start to 2020

THE PEN & SWORD CLUB suffered a double blow in the first few months of the New Year with
the passing of Colonel David McDine and Major Richard Huxford. Both were early members of
the expanded TA Pool of Public Information Officers and later served with distinction as
deployed members of the Media Operations Group (V). They leave alarge gap in the ranks of
the Club and will be sorely missed by their many friends.

Tributes to both David and Richard are indicative of the impressions they made as uniformed
colleagues, in their busy and successful civilian lives and simply as great friends. The club
extends its heartfelt sympathies and condolences to both families in their loss.

Major Richard Huxford, Intelligence Corps... a sharp enquiring
mind.

Richard joined the TA Pool of Information Officers in late 1986 after service in the Regular
Army during which time he commanded a platoon In Northern Ireland while seconded to an
infantry battalion.

He was among the first four to volunteer for Operation Granby in 1990 and spent three months
in theatre. An accomplished linguist Richard spoke fluent French and German and after his
service in Army Public Relations went on to join the Linguists Group.

Richard spent his early years growing up in Nottingham and Dorset. He as commissioned from
Sandhurst into the Intelligence Corps in 1970.




At the time it was usual for junior Intelligence Corps officers to spend their first years with an
infantry Regiment, so he found himself off on tour to Northern Ireland. He was posted to
Germany and then Hong Kong.

On leaving the Army he initially headed to work in the City, but he couldn't get away from the
draw of the Continent so in the early 80s moved to work in Germany.

The next 35 years saw his family move from Germany to Cyprus, to Switzerland and following
a brief year or so in London, after always dreaming of living in France, he finally got himself a
job in-country.

He had several careers over this time from
setting up Abbey National banks in Cyprus, as
Bursar at an international boarding school in
Switzerland and a director of a mobile home
park in France, to name a few.

Richard joined the TA in 1986 and served for
24 years in the Pool of Public Information
Officers, then the Media Operations Group
and later the Pool of Linguists. He had
numerous roles - most notably were his tours
to the Gulf where he served in both Iraq wars.

Following the Iragi invasion of Kuwait in 1990
he was one of first TA soldiers on the ground
in Saudi in his role as Public Information
Officer.

In a heavily reported and televised war, his
role included escorting the war
correspondents of the time: Kate Aidie, Robert Fisk, John Simpson and others, to the various
briefings and he was responsible for building media/military relationships.

He also gathered and processed positive PR material on the British Army's contribution to the
Coalition for dissemination in the UK.

He went back to the Gulf and Iraq in 2004. As the internet was coming of age, he was
responsible for an online publication, so families back home knew what their loved ones were
up to and how they lived.

Away from the battle grounds of the Gulf, he also covered the Army skiing championships for
several years conducting TV and Radio interviews. This was something he really enjoyed, not
least because it was an opportunity to spend the winter months brushing up on his skiing and
having bobsleighs trips at the taxpayers’ expense.

Richard’s reputation in the Army is summed up by a comment in an annual report '... a
sharp enquiring mind...behind a quiet facade there is a robust, witty and charming
person.' This sums up his character perfectly.

David McDine: The Soft-Spoken Brilliance Behind Defence
Ministry Public Relations

David McDine is a name etched into the media operations annals of the British Ministry of
Defence. A friend, confidant, mentor, and leader he was held in the highest respect by those
who practise the skills and artistry of dealing with the media. A first-class journalist and
author throughout his life his mastery of media relations was legendary.

Few could match David’s life story - and one of his great lines was that he had served in the
uniforms of the navy, army and air force during his long career. As acivilian press officer
and publicity executive he also had few equals. As a Territorial he excelled, firstly in the TA
Pool of Information Officers and later with Media Operations Group (V)

A Kent Messenger journalist in later life, David was renowned for his craft, unflappable
temperament and gentlemanly demeanour.




Known to his friends as The Quiet Man he played a key role

during the First Gulf War in handling a 2,000-strong
international media pack during Operation Desert Storm. He
went on television to announce to the world that the air war
had begun - a moment, he would later say, would stay with him
forever.

Born in Milton Regis near Sittingbourne in 1938, he attended

the Simon Langton Grammar School for Boys in Canterbury

and the Harvey Grammar School in Folkestone before joining
the Folkestone Herald as a cub reporter in 1954.

After a spell on the Leicester Mercury he returned to Kent and
worked at the Chatham News before becoming an Admiralty
information officer in 1963, and later an information officer for
the Ministry of Defence.

He became deputy director of Royal Navy (and later Army) PR,
and the MoD's chief information officer in Northern Ireland
during the peak of the Troubles in the 1970s. He was awarded an OBE in 1978 for services to
the Government Information Service.

On returning to journalism, David worked at the Kentish Gazette from 1983 to 1988, before
becoming a public affairs consultant working for companies including Vickers Defence
Systems and Land Rover. Back in uniform as a Territorial Army colonel, David ran the tri-
service British section at the Coalition's Joint Information Bureau in Dhahran, Saudi Arabia,
during the first Gulf War in 1990/91. He even roped down with special forces from a military
helicopter onto the roof of the British Embassy in Kuwait City to re-occupy the building
following the liberation of Kuwait.

Latterly David worked as the Lord Lieutenant’s media officer for both the late Allan Willett
and Viscount De L'Isle and was appointed as a Deputy Lieutenant of Kent in 2006
alongside the musician Jools Holland.

Writing was always his first love and David authored Unconquered - The Story of Kent and
its Lieutenancy, which was published in 2014. His time in the Admiralty sparked his interest
in Royal Naval history which led him to write a series of naval thrillers set in the Napoleonic
erabased in his home county.
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Are Downing Street's difficulties a coronavirus
commes failure or - a Government one?

By Camilla Tominey, Associate Editor, Daily Telegraph 6 June 2020

THE ORIGINAL SLOGAN - "Stay Home, Protect the NHS, Save Lives" —was arguably one of
the most effective communications campaigns in recent political memory. People were so
persuaded by the catchphrase that it has since proved difficult to lift the British public out of
lockdown.

Yet following a string of apparent U-turns over track and trace, air bridges and now face
masks, Downing Street has been criticised for a lack of clarity and consistency in its corona-
virus messaging as restrictions have slowly been eased in recent days.

Compounded by the PR disaster surrounding Dominic Cummings' 260-mile trip to Durham,
many have questioned the quality of the comms operation at
Number 10, spearheaded by Downing Street's director of
communications, Lee Cain, pictured left.

The former journalist, who was head of broadcast for the
Vote Leave campaign, was a special adviser to Michael Gove
and Andrea Leadsom before joining Boris Johnson's team
when he was Foreign Secretary.

Having famously been deployed to taunt former Prime Minis-
ter David Cameron while dressed as a chicken when he
worked for the Daily Mirror, the father-of-one has become an
easy target for Tory MPs and ministers disgruntled with the
Government's Covid-19 response.

But do Downing Street's problems stem from a comms fail-
ure or a Government one? And with Mr Johnson's trust rating now higher (31 per cent) than it
was before December's general election (22 per cent), according to Ipsos MORYI, is the media
out of step with the public when it comes to its damning analysis of the handling of the out-
break?

Sir Craig Oliver, who was Mr Cameron's director of communications, believes voters have a lot
more sympathy with the unprecedented circumstances faced by Mr Johnson's fledgling ad-
ministration than Twitter would have you believe.

"This is completely virgin territory — it's a nightmare," he said. "The Government is trying to
manage a situation where often there are no clear answers, only degrees of difficulty. Most
people accept that the Government is in an extremely difficult situation.

“The Westminster bubble view starts from 'everything is completely screwed up', but there's
much more willingness to give the benefit of the doubt out in the country than thereis on so-
cial media."

Biggest Emergency
Tony Blair, below, is quoted as saying: "You can't fix a bad policy with good comms," and

allies of Mr Cain point out that he has had to deal with the biggest national emergency in
peacetime, less than a year into the job, with the Prime Minister admitted to intensive care at
the peak of the pandemic.

Government failings over the timing of lockdown, the lack of personal protective equipment
(PPE) and failure to protect care homes arguably have little to do with its PR strategy.

Sloganeering, of course, is another matter. The successor to "Stay Home" was always going
to have to be more nuanced, and some feel the criticism of the replacement "Stay Alert" mes-
sage was overblown since YouGov polling found that 70 per cent of people understood it
(even if a third were left baffled).
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If there are any regrets, they are that "Stay Alert" was briefed to the Sunday Telegraph ahead
of Mr Johnson's Sunday night prime-time broadcast on May 10, creating a news vacuum filled
that was inevitably filled with criticism.

There is also a sense
that Downing Street
realises, in hindsight,
that it should have
published the 51-page
roadmap for easing
lockdown before the

STAY | CONTROL, SAVE . .
ALERT THEVIRUS " LIVES PM gave his televised

address. Yet, like Mr
Cummings himself,
there is seemingly lit-
tle contrition over the

Barnard Castle eye
test debacle.

The PM was told in no uncertain terms that the quickest way to end the media backlash was to
fire his chief adviser. He refused, seemingly believing the former Vote Leave supremo was
worth a week of negative headlines.

According to one insider: "Everyone knew there was cut-through from day one. The decision
has already been made to stand by him, so that's what happened. Will people still be talking
about it in four years’ time? Probably not.”

The daily press conferences, originally designed to be as transparent as possible, have also at
times appeared counter-productive. Although they still attract high viewing figures, they will
inevitably be scaled back as Britain returns to a "new normal”, with the weekend pressers al-
ready cancelled. Mr Johnson is expected to take a more visible role as the country moves into
"recovery stage".

Good Morning Britain will continue to be boycotted, however, in light of host Piers Morgan's
"tendency to shout at ministers in order to notch up more Twitter followers", according to one
source. Relations with Radio 4's Today programme are said to be "improving".

A more pressing concern for Number 10 right now is the amount of leaking from Sage, the
supposedly "opaque" Scientific Advisory Group for Emergencies. As Nick Wood, former me-
dia adviser to Conservative leaders William Hague and lain Duncan Smith, pointed out:
"What's confused the issue even further is the army of scientific advisers.

"They've all got different views, and at times ministers in an inexperienced Cabinet have ap-
peared blinded by the science. It certainly doesn't help when they start publicly briefing
against the Government they are supposed to be advising in private."

The PR leaders | speak to are deeply shocked
by the Government’s deteriorating comms per-
formance

Danny Rogers is one of the UK's pre-eminent journalists covering the
world of advertising, PR, marketing and media. He has edited PRWeek
and Campaign and been deputy editor of Marketing. Danny has also
been a contributing editor to the Financial Times and the Guardian.

He has won Editor of the Year at the British Society of Magazine Editors
and been twice shortlisted as Editor of the Year by the PPA. Danny is
also a frequent contributor to broadcast and print media, including a reg-
ular column in the Independent. May 28, 2020
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ALMOST EVERY COMMS PROFESSIONAL in the country has spent the past week in-
trigued/captivated/horrified (delete as appropriate) by the communications performance of the
British Government. As we

move into June, and with a

slowly-but-steadily declining

death rate from COVID-19, we ee
are mercifully now in the sec-

ond phase of the UK Govern-
ment’s crisis management comms exercise; getting society and economy moving again while
continuing to flatten the infections curve.

But while most comms experts would have expected this (nuanced recovery) phase to be im-
bued with a carefully managed, cautious optimism, it has instead felt febrile, verging on the
chaotic.

The bank holiday at the beginning of May, when Prime Minister Johnson first hinted at relaxing
lockdown, was bad enough. The Spring bank holiday this Monday was far worse; coinciding
as it did with the furore over special advisor Dominic Cummings’ behaviour.

Experienced comms professional and agency owner Paul Charles said: “I’'m astonished the
Government machine isn’t more with it and doesn’t appear to have access to better advice.
Cummings should have apologised on Saturday for the distraction; laid out the timetable then
of his illness; and Boris should then have announced further lockdown easing.”

But the scandal around Cummings has rumbled on, overshadowing vital messages about re-
sponsible public health.

Yesterday Johnson and health secretary Matt Hancock launched the latest core message for
the British public: ‘Do your duty to defeat the virus’. It was an important pivot in the Govern-
ment’s comms programme.

Whereas the first phase — ‘Stay home. Save lives’ — felt like classic command-and-control mes-
saging from the British state, this phase is inherently more nuanced, with greater responsibil-
ity placed on an individuals’ judgement.

The Government is now relying on the tracking and tracing of infections, and people who have
been in contact with those people expected to strictly self-isolate. Crucially, this relies on indi-
vidual self-discipline and co-operation at a time when the rest of the population will be return-
ing enthusiastically to parks, shops and maybe even foreign holidays.

The terrible irony, however, is that the Government of late has palpably lacked any of the disci-
pline and co-operation demanded of the public.

“Their strategy has been muddled since Boris went into hospital,” says Charles. “Before he
went in, they were doing well. Then they lost their way as Boris/Matt Hancock/Chris Whitty
went down with it. And the Cummings saga has been so badly handled. You would think the
highest levels of government would have access to the best crisis comms advice around. It’s
staggering.”

Indeed, the PR leaders | speak to are deeply shocked
by the Government’s deteriorating comms perfor-
mance.

After the infamous Cummings press conference one
agency boss told me: “That was a diabolical comms
exercise. No contrition, no empathy. A shameful dis-
play totally misreading the mood of the nation. Some-
one needs to tell him that his circumstances were not
‘exceptional’ in any way.”

And Rachel O’Reilly, comms director at travel firm
Kuoni and a crisis expert, said: “Given that all this was
known about well before the story broke and could
have been anticipated, you’d think the Government
would have had a statement and plan ready, rather than that classic PR no-no of ‘No com-
ment.’ Instead the media were left to speculate, and we had Cummings snarling at cameras on
the doorstep... people getting increasingly angry.”
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If one looks at modern history’s best political comms exercises — from the 10-year New Labour
project to Barack Obama’s 2008 presidential campaign — they do tend to be characterised by
professionalism, strategy and the right combination of collaboration and discipline. But it
seems for this Government the rules are different.

Boris Johnson - like Donald Trump, and unlike Tony Blair, Obama or even David Cameron - is
an instinctive, populist leader. As a result, we appear to have moved into a Trumpian era of po-
litical communications in Britain.

Michael Lamb, a consultant at Golin London, makes an important point: “We can’t judge [this
Government’s] strategy by our industry’s best practice approach. From day one [this Govern-
ment] has been testing comms tactics on the public — they’ve replaced strategy with strap-
lines.”

Dismissive Attitudes

The other way in which the Government’s comms strategy has started to resemble Donald
Trump’s is an increasingly dismissive attitude towards the mainstream media. PRWeek has
recently examined Downing Street comms director Lee Cain’s often combative and dismissive
approach to the media.

There have been growing attacks from the Conservatives on the BBC, too, the latest example
of which was the deluge of complaints against Newsnight presenter Emily Maitlis when she
‘editorialised’ at the beginning of Tuesday’s programme. Indeed, the sight of Dominic Cum-
mings, in Downing Street’s rose garden, summoning journalist after journalist, tempting them
(daring them?) to challenge his authority felt deeply symbolic of this administration’s whole
approach to comms.

All that said, in truth it will be extremely difficult for this Government to achieve its aim of get-
ting people to comply with the next vital stage of this crisis without better collaboration with
important stakeholders, including the media.

We have the unfortunate situation of relations between Government and fourth estate operat-
ing at a dangerously low ebb at a time when the former wants to close co-operation from eve-
ryone. It doesn’t appear yet to have a viable alternative to the traditional rules of professional
comms. The healthcare authorities are certainly demanding a rebuilding of good old-fashioned
multi-stakeholder trust.

“As we enter a new phase of the pandemic, where lockdown restrictions are eased, the central
question is whether recent developments have hindered the delivery of the more nuanced pub-
lic health message that is required as people are able to exercise more discretion on the guid-

ance,” Daniel Reynolds, director of comms at the NHS Federation, told PRWeek.

“Adherence to the guidance has saved tens of thousands of lives. The Government must now
show leadership to repair the damage and restore confidence. If it fails, the risk of a second
wave of infections will increase.” Johnson and Cummings know well that if this happens, their
management of the crisis will no longer be viewed as chaotic, but truly catastrophic.

How your comms can mitigate
disinformation - United States PR Daily

By Michael Cherenson, APR, executive vice president for public relations for
SCG Advertising + Public Relations.

DURING THIESE DIFFICULT TIMES, it’s more important than ever to highlight and share accu-
rate, relevant messages. Here are some tips to help fight the chaos. The threat from disinfor-
mation is greater now than ever.

From the civil unrest triggered by the death of George Floyd to the coronavirus pandemic,
public health and safety officials at all levels are quick to identify mis- and disinformation as
legitimate threats to public health and safety, with several utilizing the term “infodemic” to il-
lustrate how the spread of false information was akin to the spread of an actual virus.
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Given the media land-
scape and our hyper-
connectivity via social,
digital and mobile me-
dia, the analogy is en-
tirely appropriate.

2 Along with sophisti-
cated information war-

Vi
il “ 1
|||||l [uﬂﬂﬂ L fare campaigns by for-

% - eign actors like Russia
COOQ and China, both the

pandemic and social
unrest in Minneapolis
and elsewhere have
shone an important
light on the considera-
ble dangers associated
with the spread of
false information.
These include mis-,
dis-, and mal-information, as well as conspiracies; they’re not new and the threats they pose
will outlive anything currently in the news.

Adq44

Our upcoming election is sure to amplify the problem. Though mis-, dis-, and mal-information
all are related to the spread of harmful information, they each are separate and distinct. Yet,
each serves to undermine trust, erode communication channels, and significantly disrupt our
democracy, communities, economy and places of work. Here are some helpful definitions:

e Misinformation is false information, though not created with negative intent.
e Disinformation is false information specifically created to harm a person or group.

e Mal-information is information based on reality but used to inflict harm on a person or
group.

While these threats and their proliferation are well-studied and defined, there isn’t a clear con-
sensus on how to address them most effectively. Organized and proactive disinformation cam-
paigns typically involve detailed research, planning and targeting. Further, all forms of mis-,
dis-, and mal-information—even the basic rumour mill—include a process of seeding, sharing
and amplification. These various phases represent ideal opportunities for mitigation and man-
agement.

Just as viruses constantly mutate, so does disinformation. Sources and breeding grounds
range from geopolitical rivals to a former employee with an axe to grind, and from those with
complex motives to those simply looking for an adrenaline rush.

Government and media reform are essen-
RAGAN’S tial...but they’re not assured. So, organizations

[ ] and individuals must identify tools and tactics
independent of institutional change. Further, the

al actions of individuals are essential elements in
the proliferation of all forms of false information

and so must necessarily be the centrepiece of
any mitigation plan.

Leaders of organizations, and others specifically tasked with addressing false information—
including public relations professionals, human resource professionals and lawyers—need to
look beyond their traditional “toolboxes” and consider new mitigation tactics based on behav-
ioural science. As noted by Edward Bernays, those who understand the group mind are able to
manipulate behaviour, without those who are being manipulated even realising it.

When information “tastes good” and is repeated with sufficient frequency, some will believe it,
regardless of whether it’s accurate. Those tasked with dealing with mis-, dis-, and mal-infor-
mation must have a thorough understanding of these illusory effects if they wish to success-
fully mitigate and manage.
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Foundational elements

e Understand the source. A long, complex list of behavioural, political, economic, com-
munication and media issues impact the formation and proliferation of disinformation.

Key elements organizations must consider

e Ability and motivation to understand, prepare and plan for the threat will ultimately de-
fine successful mitigation.

¢ Understanding the value of the organization’s intangible assets, like reputation, trust,
and brand, will impact mitigation. Trusted organizations with strong reputations gener-
ally have the durability and resilience to resist attack, thanks to their intangibles.

Essential tools for mitigating disinformation

e Real-time listening and monitoring to quickly identify false or misleading information.

e Robust communication infrastructure, processes, and channels—along with skilful
professional counsel and support.

e Firmly established codes of ethics and a commitment to transparency.

Tactics for addressing disinformation

e Organizations should use their voice and proactively encourage key publics to pause,
even briefly, to consider and/or verify the credibility of information before sharing it via
social media. Akin to a public service announcement, organizations should simply re-
mind people to “take five” before sharing. In addition, social media channels like Face-
book and Twitter might consider specific, “pause to consider” messaging.

e Message intervention through pre-bunking, attitude inoculation, debunking, and fact-
checking. While widely used, fact-checking simply can’t keep up with the volume of
disinformation. Pre-buking and attitude inoculation are shown to be effective at build-
ing immunity and reducing susceptibility to disinformation. Debunking and fact-check-
ing should use detailed messaging to counter false claims.

e Use and development of tools like online gaming offering Bad News, which has proven
effective at inoculating players against fake news and misinformation.

e Activate credibility boosters like partnerships with trusted third parties, community re-
lations efforts, and thought-leadership programs that enhance credibility and increase
resilience in the face of an attack.

e Create messaging that is clear, consistent and concise—and which incorporates sto-
ries and visuals. Be mindful not to highlight false claims and consider using the “truth
sandwich”: begin and end with the truth and avoid overemphasizing the falsehood
(never share false claims without clarification). And, because voids of information pro-
vide an opportunity for disinformation, limit voids.

e Particularly when dealing with more susceptible publics, activate and support recog-
nized media literacy programs to help create a less fertile environment for disinfor-
mation campaigns.

Limiting the spread of misinformation, through pre-bunking and other measures, also helps
decrease exposure to dubious claims at the core of many conspiracy theories.

The potential results of a successful mitigation effort are many, and the goal is enabling key
publics to make more informed decisions. This said, organizations need to recognize that
there are limitations to what can be accomplished. Total elimination of all sources and adver-
saries isn’t plausible.

No matter their mission or size, all organizations are potential victims of disinformation, either
by a direct attack or a shockwave from larger attacks. As the keeper of intangible assets, pub-
lic relations professionals—especially those who understand the entire paid, earned, shared
and owned media environment—are ideally positioned to direct planning and mitigation ef-
forts.
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The new Al tools spreading fake news in
politics and business

By Hannah Murphy, The Financial Times May 10, 2020

WHEN CAMILLE FRANCOIS, a longstanding expert on disinformation, sent an email to her
team late last year, many were perplexed. Her message began by raising some seemingly valid
concerns: that online disinformation — the deliberate spreading of false narratives typically
designed to sow mayhem — "could get out of control and become a huge threat to democratic
norms".

But the text from the chief innovation officer at social media intelligence group Graphika soon
became rather more wacky.

Disinformation, it read, is the "grey goo of the internet’, a reference to a nightmarish, end-of-
the world scenario in molecular nanotechnology. The solution the email proposed was to
make a "holographic holographic hologram".

The bizarre email was not actually written by Frangois, but by computer code; she had created
the message — from her basement — using text-generating artificial intelligence technology.

While the email in full was not overly convincing, parts made sense and flowed naturally,
demonstrating how far such technology has come from a standing start in recent years.
“Synthetic text — or 'read fakes' — could really power a new scale of disinformation
operation," Francois said.

The tool is one of several emerging
technologies that experts believe could
increasingly be deployed to spread trickery
online, amid an explosion of covert,
intentionally spread disinformation and of
misinformation, the more ad hoc sharing of
false information.

Groups from researchers to factcheckers,
policy coalitions and Al tech start-ups, are
racing to find solutions, now perhaps more
important than ever.

"The game of misinformation is largely an
emotional practice, [and] the demographic that is being targeted is an entire society," says Ed
Bice, chief executive of non-profit technology group Meedan, which builds digital media
verification software. "It is rife."

So much so, he adds, that those fighting it need to think globally and work across "multiple
languages".

Fake news was thrust into the spotlight following the 2016 presidential election, particularly
after US investigations found co-ordinated efforts by a Russian 'troll farm", the Internet
Research Agency, to manipulate the result.

Since then, dozens of clandestine, state-backed campaigns — targeting the political landscape
in other countries or domestically — have been uncovered by researchers and the social
media platforms on which they run, including Facebook, Twitter and YouTube.

But experts also warn that disinformation tactics typically used by Russian trolls are also
beginning to be wielded in the hunt of profit — including by groups looking to besmirch the
name of a rival, or manipulate share prices with fake announcements, for example.
Occasionally activists are also employing these tactics to give the appearance of a
groundswell of support, some say.

Earlier this year, Facebook said it had found evidence that one of south-east Asia's biggest
telecoms providers, Viettel, was directly behind a number of fake accounts.
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They had posed as customers critical of the company's rivals and spread fake news of
alleged business failures and market exits, for example. Viettel said that it did not "condone
any unethical or unlawful business practice".

The growing trend is due to the
"democratisation of propaganda”,
says Christopher Ahlberg, chief
executive of cyber security group
Recorded Future, pointing to how
cheap and straightforward it is to
buy bots or run a programme that
will create deep fake images, for
example.

"Three or four years ago, this was
all about expensive, covert,
centralised programmes. [Now] it's
about the fact the tools, techniques
and technology have been so
accessible," he adds.

Many perpetrators are attempting to outsmart the technology that has been developed to take
down their campaigns

Whether for political or commercial purposes, many perpetrators have become wise to the
technology that the internet platforms have developed to hunt out and take down their
campaigns, and are attempting to outsmart it, experts say.

In December last year, for example, Facebook took down a network of fake accounts that had
Al generated profile photos that would not be picked up by filters searching for replicated
images.

According to Francois, pictured right, there is also a growing trend towards operations hiring
third parties, such as marketing groups, to carry out the misleading activity for them. This
burgeoning "manipulation-for-hire" market makes it harder for investigators to trace who
perpetrators are and take action accordingly.

Meanwhile, some campaigns have turned to private
messaging — which is harder for the platforms to monitor
— to spread their messages, as with recent coronavirus
text message misinformation. Others seek to co-opt real
people — often celebrities with large followings, or
trusted journalists — to amplify their content on open
platforms, so will first target them with direct private
messages.

As platforms have become better at weeding out fake-
identity "sock puppet' accounts, there has been a move
into closed networks, which mirrors a general trend in
online behaviour, says Bice. Against this backdrop, a
brisk market has sprung up that aims to flag and combat
falsities online, beyond the work the Silicon Valley
internet platforms are doing.

There is a growing number of tools for detecting synthetic media such as deep fakes under
development by groups including security firm ZeroFOX. Elsewhere, Yonder develops
sophisticated technology that can help explain how information travels around the internet in
a bid to pinpoint the source and motivation, according to its chief executive Jonathon Morgan.

"Businesses are trying to understand, when there's negative conversation about their brand

online, is it a boycott campaign, cancel culture? There's a distinction between viral and co-
ordinated protest," Morgan says.
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Others are looking into creating features for "watermarking, digital signatures and data
provenance" as ways to verify that content is real, according to Pablo Breuer, a cyber warfare
expert with the US Navy, speaking in his role as chief technology officer of Cognitive Security
Technologies.

Manual fact-checkers such as Snopes and PolitiFact are also crucial, Breuer says. But they
are still under-resourced, and automated fact-checking — which could work at a greater scale
— has along way to go. To date, automated systems have not been able "to handle satire or
editorialising . . . There are challenges with semantic speech and idioms," Breuer says.

Collaboration is key, he adds, citing his involvement in the launch of the "CogSec Collab
MISP Community" — a platform for corporations and government agencies to share
information about misinformation and disinformation campaigns.

But some argue that more offensive efforts should be made to disrupt the ways in which
groups fund or make money from misinformation and run their operations. "If you can track
[misinformation] to a domain, cut it off at the [domain] registries," says Sara-Jayne Terp,
disinformation expert and founder at Bodacea Light Industries. "If they are money makers,
you can cut it off at the money source."

David Bray, director of the Atlantic Council's GeoTech Commission, argues that the way in
which the social media platforms are funded — through personalised advertisements based
on user data — means outlandish content is typically rewarded by the groups' algorithms, as
they drive clicks.

"Data, plus adtech lead to mental and cognitive paralysis,” Bray says. "Until the funding-
side of misinfo gets addressed, ideally alongside the fact that misinformation benefits
politicians on all sides of the political aisle without much consequence to them, it will be
hard to truly resolve the problem."

#Scumedia? There may be problems with
journalism — but we need it more than ever

By Suzanne Moore, The Guardian June 3, 2020

HELLO, #scumedia here. Being scummy, obviously, be-
cause while in the US, members of the press are being
shot in the eye with rubber bullets or pinned down,
beaten, teargassed and arrested for the crime of being
black while reporting, and in the UK they are relentlessly
abused for refusing to “move on”, | say: thank God for
the press.

No, | am on not on the frontline. | have been in bunkers
and in teargas and bribed my way out of trouble a few
times, but | am a scaredy cat. Every day | thank those
brave souls who walk into terrifying situations, whether
they are war zones or east London hospitals.

Enough people tell me they don’t read the news. Enough
people send me conspiracy videos. A doctor who isn’t a
doctor, but a quack chiropractor has worked it all out,
apparently. The virus was made in China by Bill Gates
and transmitted by 5G and the vaccine is a way of chipping us.

Broadly, the starting point of many conversations these days is that the mainstream media
(MSM) lies. Journalists lie. The real truth, unsourced and uncorroborated, is a click or two
away. You see, whatever | am telling you, the opposite is true. | have been hobbled by Succes-
sion’s Logan Roy; | am paid to make up any old rubbish.
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You don’t have to tell me that journalists are less trusted than estate agents. | know. Indeed, |
would be happy enough if the next pointless government press briefing consisted of some
hapless bullshit merchant, two scientists in straitjackets and some estate agents having a bar-
becue. It would be an improvement on the current parade of Zoom malfunctions.

The right hates “aggressive” questions; the left hates not being there to ask them. We know
what Dominic Cummings thinks of the press.

Terrific organisations such as Open Democracy have been banned. The MSM is bypassed.
Press freedom in this country is being eroded. Reporters Without Borders has spoken of
Downing Street’s “vindictive” response to media criticism. English PEN has complained of the
government’s attempt to discredit certain news outlets. There is worse to come if this is not
confronted.

Acquiescent Media

We have watched a largely acquiescent American media. As Donald Trump sits in his dark-
ened White House while America burns, he tweets: “The Lamestream Media is doing every-
thing within their power to foment hatred and anarchy. As long as everybody understands
what they are doing, that they are FAKE NEWS and truly bad people with a sick agenda, we
can easily work through them to GREATNESS.”

Truly bad people reporting on another black person slaughtered in broad daylight. Truly sick
people reporting on Covid death rates that are so high in black communities?

In the UK, journalists dare to doubt the meat puppet that is the prime minister, who claims that
the government’s handling of coronavirus is a great success. People keep dying — but “move
on”, there is nothing to see here. It’s only the #scumedia that won’t get back to “normal”.

Distrust us all you like. Distrust me. | have worked for left-wing papers and right-wing papers
and both have made me particularly uncomfortable in their closeness to the political parties.
The system of lobby journalism feels like a corrupt anachronism. The political and media clas-
ses have been way too close for way too long.

The new breed of activist/journalists is a response to
that, but many of them were so locked into the Corbyn 7,," W
project that often activism came first, truth second and -t{ ‘E%;
bullying not far behind. As much as these people claim pp— °
to despise the MSM, they can’t turn down a TV slot or a

column, which they now use to blame the media for Cor- guardlan

byn’s terrible defeat.

Intentionally or not, they have fed straight into the fake
news agenda. Of course, they are right to critique the overwhelming right-wing bias and let a
thousand flowers bloom and all that, but journalism is not straightforward activism.

One story may push everything forward but actual people ... well, they are the problem. The
raw material does not fit into narrow party politics — now less so than ever. They may not be
interested in your ideas about how oppressed they are. They may not vote. They may have
long seen through the system that all kinds of media prop up. The Westminster bubble sup-
posedly burst after Brexit. Yeah, right. It floats above us now, untethered from reality. If 60,000
deaths won’t burst it, what will?

We know about the deaths, we know the US is on fire, because journalists tell us. And some-
times, because we cannot live only in end times, journalists tell us about clothes and restau-
rants and films and what moves them, because the media informs, and the media entertains
and the media is in trouble as we speak. We will come out of this crisis with fewer papers than
when we went in.

That may make you happy and you may find you get everything you need from YouTube and
the bloke next door who knows for sure there is something in weed that cures corona. But one
day, when there is no news and we really have “moved on”, you may find yourself missing
something. What is being lost is what is in front of your eyes. There is still more to lose. Trump
knows this for sure. So, should you.
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The BBC has lost touch with the country

By David Herman, in The Article. David is a freelance journalist who has written for The
Guardian, The New Statesman and Standpoint, among others.

ON 27 MAY | wrote a piece for The Article about bias at BBC News. My main argument was that
whatever you think of Boris Johnson or Dominic Cummings, we are entitled to unbiased news
coverage from BBC TV and radio news. We
are not getting it. In just a few days the de-
Fl‘l]e ® bate has moved on dramatically. Last Tues-
day night, Emily Maitlis gave her controver-

> > ) sial introduction on Newsnight. Social media
A was ablaze and there was an extraordinarily
speedy statement from the BBC saying that,
“we believe the introduction we broadcast
did not meet our standards of due impartiality.” This could not have been clearer. Ms. Maitlis
has not presented Newsnight since.

On Thursday 28 May, there was a press briefing at which several political correspondents
clashed with the Prime Minister about their questions to Sir Patrick Vallance and Professor
Chris Whitty about the Cummings affaire, raising questions about what the nature of these
daily press briefings should be.

On 29 May, The Mail Online reported that the BBC had announced that Richard Sambrook, for-
mer head of BBC global news, will be heading an inquiry into whether tweets by BBC talent
breach its impartiality policy. Sambrook has been in BBC News and Current Affairs for 30
years. For those of us who have been calling for an independent inquiry into bias at BBC
News, this does not seem the right response.

Finally, there have been two interesting columns in the New Statesman last Thursday (one in
the magazine, one online) on BBC bias and other issues about BBC News by Roger Mosey and
Mark Damazer, both distinguished former BBC News executives.

These are the best pieces | have read about the state of BBC News for some time. | don’t to-
tally agree with either, but they are interesting and well-argued and deserve a response.

Damazer is right to argue that “The BBC does have an impartiality problem with Twitter.” The
range of opinions is too narrow, and “sometimes their own tweets deploy language they would
not, or should not,
use on air. The BBC
needs to have a con-
versation, or even a
constructive row,
with its top news tal-
ent to stop the ex-
cesses.” More im-
portant, he con-
cludes, thereis a
problem about the
“quality” on BBC
News, especially in
international cover-
age.

Mosey’s longer piece
addresses the ques-
tion of bias more di-
rectly. Emily Maitlis, he writes, laid out questions which the programme would address but “It
was unambiguously clear what Maitlis’s own position was, and she stirred in words such as
‘fury, contempt and anguish’ to describe the national mood when a significant minority
doesn’t share that view.” “The programme had already made its mind up about the answers.”
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The bigger problem Mosey addresses is BBC bias in general. It aspires “to be a broadcaster

for the whole of the UK.” But it is struggling to do that “because it is a rather liberal organisa-
tion which recruits many of its staff from metropolitan areas; and they are typically graduates
with a worldview which is different from a car worker in Sunderland or a hill farmer in Brecon.

This means the BBC has been ill-equipped to cope with the forces of Brexit or the rise of Boris
Johnson... [l]t is hard to think of any BBC presenter who could be accused of a pro-Johnson
bias. The traffic is all speeding in the opposite direction.”

This is an understatement. Too many BBC reporters and presenters think they are addressing
like-minded people, especially about Brexit, Johnson, and Cummings. Damazer is wrong. Bias
is not “rarely an issue”.

It is a growing issue, on Twitter and on air. Why are there so many interviewees from Novara
Media, an unrepresentative Leftist organisation? Why are panels so often unbalanced? Why
does Newsnight recruit so many key figures from the Guardian, from former editor lan Katz to
political editors Allegra Stratton and Nick Watt and their current policy editor, Lewis Goodall.
Newsnight, in particular, often seems as if it is addressing Guardian readers just when the
Guardian’s circulation is in free fall. (Its circulation is now 130,484.)

At atime when Britain is deeply divided over Brexit and Boris Johnson, the BBC too often
takes one side and has inevitably alienated many listeners and viewers. | have never known a
time when so many seem angry about having to pay the licence fee for programmes that deni-
grate their political views.

The timing is crucial. Times Radio starts up soon. The Today programme may haemorrhage
listeners. Talent is fleeing from BBC News, from Eddie Mair to John Pienaar. Emily Maitlis
won’t be sacked, even if the BBC wanted to, because it is having too many problems with
women presenters, most recently, Naga Munchetty, Samira Ahmed and Carrie Gracie.

None of this is being properly addressed. No one at the BBC or Newsnight has apologised for
Maitlis’s introduction. There are no signs of an independent inquiry into bias. Francesca Un-
sworth, head of News and Current Affairs, and Director-General, Lord Hall, have kept their
heads down. He is leaving soon. At almost sixty-three, Unsworth will also be leaving soon. Sa-
rah Sands, editor of Today, is off shortly, after only three years.

Above all, the licence fee will soon be up for re-negotiation. Perhaps it’s not the best time to
declare war on the government.

The Lobby journalists have failed — but we still
need the daily briefing

By Harry Phibbs writing in The Article, June 1, 2020. Harry is a political journalist and has
worked on The Londoner’s Diary at the Evening Standard and has contributed to The Guard-
ian, Conservative Home and Brexit Central. He is a for-
mer Conservative Councillor.

ALASTAIR CAMPBELL made arousing call for rebel-
lion. He has written on this site proposing that journal-
ists should boycott the daily press briefing. Campbell
gives as the reason for his proposal “the gagging of
Chris Whitty and Patrick Vallance”.

The mechanism he proposes is a Zoom call of lobby
correspondents agreeing to end their participation in
the events and that “the broadcasters will not cover
them live.”

I would be surprised if the media acquiesced to Camp-
bell’s demands. It would be foolish for them to do so —
not least as it would damage their own interests.

| gather the daily briefing from Downing Street attracts
over eight million viewers on live TV alone.
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Millions more watch on catch up or via assorted internet and social media routes. If Robert
Peston, Beth Rigby and others refused to take part, the presentation would still take place. My
hunch is that it would attract more viewers.

Campbell equates lobby correspondents to journalists —
as if there is no other kind. He also writes as if the lobby
was an all-powerful trade union. But if the political corre-
spondents took a break and let the science correspond-
ents and the health correspondents have a go, then some
of us feel these events would be enhanced.

That brings us to Campbell’s casus belli. The supposed
“gagging” of Whitty, Chief Medical Officer for England,
and Vallance, the Chief Scientific Adviser to the UK Gov-
ernment. It is true that Boris Johnson initially said that he
would answer questions about Dominic Cummings as it
was a political matter. But when the journalists persisted,
the PM then invited Whitty and Vallance — “by sema-
phore or whatever” — to express a view.

“My desire not to get drawn into politics is far stronger
than that of the Prime Minister,” declared Whitty. Sir Pat-
rick added emphatically: “I’'m a civil servant. | don’t want to get involved in politics at all.”
Their tone could not have been clearer. Thus, a reference to “gagging” is rather misleading.
The way to liberate them would be for them to be asked questions — by all means, challeng-
ing, critical questions — about health and science by journalists who knew what they were
talking about.

Campbell seems to assume that the lobby would prevent other journalists from taking part.
Also, that they could take the daily briefing off the airwaves. It assumes that Laura Kuenssberg
would pass on these instructions to the BBC and that the Corporation would meekly comply.

Even if all that were true, my guess is that the briefings would go ahead. Perhaps there would

be some more questions from the public. Perhaps some independent experts could be called

in raise concerns. Both could be done without Government vetting or prior knowledge of what
would be asked. If it wasn’t shown on the TV, we could watch it on YouTube.

But in any case, it is fantasy to put forward a scenario where the lobby enjoys such omnipo-
tence. The reality is that the Lobby is a smug, cliquey little network that has already outlived
any purpose it might once have had. The arrangement allows self-important and idle journal-
ists to be spoon-fed with off the record briefings.

Rather than competing to get their own stories and showing a capacity for independent
thought, the Westminster correspondents descend into cosy group think in their special club.
The favouritism and cronyism might suit some politicians — it does not suit the rest of us. In
the age of transparency and openness, the murky operation is already struggling. A stunt like
boycotting the daily press briefing would probably kill off the lobby entirely, not least because
the high-minded claims for such conduct would be seen as near comical hypocrisy.

Spectacular own goal

As for the idea that the BBC, as a public service broadcaster, should stop showing the broad-
casts — that would be an even more spectacular own goal. Though | noted earlier that most
people would still be able to watch, those TV licence fee payers without the internet would be
justifiably indignant at being denied a chance to follow the latest news and advice during this
national emergency. At a time when a declining number are paying the licence fee and a grow-
ing majority feel it should be scrapped, such a decision by the BBC would be, in the Sir
Humphrey sense, “courageous.”

None of this is to say that current arrangements are perfect, or that they should be unchanged.
It is sensible for the Government to behave reasonably and to be seen to be reasonable. Given
that we can have barbeques in our back gardens for friends then why not have the press brief-
ings in the garden in Downing Street? After all, that was done with Dominic Cummings. But it
would be arrogant of the media to demand such arrangements.
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We still have a prevailing narrative from our broadcasters of defeatism and of wishing to deni-
grate and undermine the Government’s efforts. Now is not the time for that. We are entitled to
expect intelligent, constructive questions, which balance challenges over failings by suggest-
ing alternative measures that could be taken.

The daily press conferences have produced some dire contributions from some leading pun-
dits. That makes Campbell’s call on them to exercise a vow of silence tempting. But it would
be a misquided distraction at a time when we need to maintain unity and resolve.

Government media operation during Covid-
19 pandemic rated as poor or very poor by
most Press Gazette readers Press Gazette

May 13, 2020

TWO-THIRDS OF PRESS GAZETTE READERS rate the UK Government's Covid-19 media
relations operation as either poor or very poor, according to our latest poll. And the press
office of NHS England has come in for particular criticism from some journalists, who say it’s
tightly controlling communications around the virus.

Some 1,491 readers responded to an
amtte online survey which has been live on
Press Gazette over the last seven
days. Of these, 46% rated the
| FIGHTING FOR RNA I government's Covid-19 media
relations operation as very poor, 20%
said it was poor, 12% said OK and 13% said it was very good.

The poll spanned the period where there was considerable confusion around the change in the
UK about what the Government slogan change from "stay home" to "stay alert' meant. One
national press journalist covering the coronavirus crisis, who asked not to be named, said
they agreed with the survey findings. "It has become a daily battle to get information out,” they
said. "They won't share information even when it is known, and the department has committed
to making it known. It is often impossible to speak to someone.

'They seem to have brought the shutters down on the ability to have grown-up conversations
— everyone is now operating only by email Membership of SAGE was only published after lots
of pressure. Care home deaths were only published after lots of pressure. Everything seems
to have to be pulled out of the system rather than it being proactively released.”

Of the daily Covid-19 briefings, one health journalist said: "They have become number theatre.
There is no opportunity to drill down into the facts and understand what this data means."

On Monday, Press Gazette called the Number 10 press office to confirm reports aides had
briefed reporters fiat the PM would only take questions from members of the public that day,
excluding journalists from the daily Covid-19 press briefing for the first time. Two hours
later (and following a considerable backlash prompted by Press Gazette's initial report)
Number 10 told us we had been given incorrect information.

NHS England's 'vice-like grip’
on communications

Some journalists covering the crisis who have spoken to Press Gazette have been
particularly critical of the way NHS England fields their enquiries. One experienced journalist
said: "NHS England has one of be worst reputations for media management that I've come
across. Lots of journalists have a terse relationship with them. They have a vice-like grip on
communications across the country which means many local hospitals can’t talk about what
is going on."
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Press Gazette understands that NHS England has been particularly reluctant to share even
basic information about the operation of the Nightingale hospitals. One national health
journalist said it had been scompletely controlling” over the field hospital in London's Excel,
which was dedicated to treating Covid-19 patients.

They said: “A month or so ago we had a hunch the Nightingale was all but empty, and NHSE
point blank refused to give us any idea how many patients were there. Was the number of
patients in single figures, we asked? Double figures? Triple? NHS England said they would
not go into details on 'thresholds'. And that was that. There was clear public interest in people
having some idea about how this field hospital was being used, and they absolutely would not
give an inch."

The Nightingale's capacity was only revealed after an internal NHS document was leaked to
the Health Service Journal. The hospital is set to be put on standby this week because there
are so few patients. The journalist added: "Public Health England are pretty secret-squirrel at
the best of times and these are not the best of times, as they are copping quite a bit of flack."

Another journalist who did not want to be named said: "Even the simplest of enquiries can
take days to be answered in the midst of a rapidly-changing story where speedy replies are of
the essence. 'Hospital press offices have been told that all coronavirus calls from journalists,
no matter how innocuous, have to go through two layers of the NHS England press machine
before anything can be approved.

Press Gazette also understands that some press officers at NHS trusts are concerned about
extra involvement from NHS England with some voicing concerns about needing to have their
statements approved centrally.

A health journalist who works with national newspapers told Press Gazette that NHS England
has taken a scommand and control" approach towards hospital trust press relations. They
claim queries to trusts are now routinely being signed off by regional and national NHS
England press officers, something that only occasionally happened before the Covid-19 crisis.

Trade title Health Service Journal has been credited with securing many of the key
revelations to come out of the pandemic so far.

When asked about the survey findings,
HSJ editor Alastair McLellan said: 'l
can only speak for us on how it has
been covering the health aspects of
the pandemic, as opposed to the
political aspects.

'We have found it to be reasonable and
people have tried wherever they can to
assist as with our enquiries.

We have often found that we are talking to
people who don't know as much as us.
They go to their bosses and say journalists
have told us this awkward thing and they
are basically shooting the messenger who
has gone to tell them that. “

"This pandemic is difficult for media
offices to manage because you've got the
SLLCUUHLELIPRII ] entire nation's journalists working on this
story.

“The first commandment is: Thou shalt
not shoot the messenger.”

If it has been poor it's probably a reflection
of the sheer scale of what's been going on.
'That said, the media management around the briefing of the changes to lockdown around
the bank holiday period and the PM's statement on Sunday was a complete disaster and has
angered a lot of people in the Health Service because it was unclear."
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He added that HSJ does not tend to rely on press officers for revelation in any case, instead
simply going to them in responses when it has stories from its own sources.

Press Gazette has asked the Cabinet Office for a response.

A spokesperson for NHS England said: “ One of the many benefits of having a national health
service is that the response to an unprecedented challenge like coronavirus can be managed
and co-ordinated on a national basis which includes communications to the public and to our
staff.”

In Defence of the Press: You get the media
you’re willing to pay for!

By Steve Hawkes, head of strategic media at BCW and former deputy political editor of The
Sun. PR week, 4 May 2020

| WAS HECKLED many times as a hack. The Tory faithful
once groaned when | asked David Cameron a question at
an event. The media is producing some of its finest
journalism during the crisis, but it will always have critics,
argues Steve Hawkes, pictured left.

Little did they know, the No. 10 machine had encouraged
me to ask Cameron that question because they wanted to
address the issue and get an answer out in public. To me,
it's no surprise to see shock surveys revealing the nation's
alleged lack of trust in the media during the coronavirus
crisis.

One, it makes good headlines. Two, journalists are always viewed alongside estate agents,
used-car salesmen and — notably — politicians as the lowest of the low.

The unique nature of the coronavirus crisis has meant huge audiences for the daily press
conference. The nation has built its day around the 5pm televised update, with political
events drawing viewing figures on a par with an 80s Cup Final.

This has introduced far more people to the inner workings of the Westminster lobby — and
clearly some don't like what they see (however much they come back for more).

There have been mistakes.

The 'gotcha’ style of some journalists, and single-source stories that alarm an already
panicked country, not only infuriate the Government, but upset viewers who are sorely
looking for more positive, and more accurate, information. Critics moan that from being
international trade experts last year during the acrimonious talks with the EU, journalists
are now overnight experts in epidemiology.

Yet there is no one size that fits all. And let's remember where we have come from. We
entered the pandemic with a monster hangover from Brexit. Last year left a public bitterly
divided. Remain supporters still loathe the right-wing press, while Leave backers despise
the BBC.

In a YouGov poll last month that claimed 60 per cent didn't trust broadcasters, the largest
black mark for the TV channels came among those who voted for Brexit. But what's being
sorely forgotten in all the conversation is the quality of the work being produced day in, day
out by so many newspapers and TV channels.

The Daily Mail has shone alight on the 2,700 cancers being missed each week. The Sun has
gone back to its roots as a campaigning paper and largely caught the mood of its readership
with its positivity during the crisis. Both the BBC and ITV led the way with reports on
intensive care units, and award-winning columnists continue to excel.
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And let's not forget the reaction when The Sunday Times
set social media alight with its Insight Team investigation
into the Cobra meetings 'missed' by Boris Johnson. A
few liked the investigation so much they went to the
trouble of taking it from behind the paywall and sharing it
for free.

There's the rub. The newspaper industry is in a dire
state, with staff being furloughed and big-name
journalists facing 20 per cent cuts in their salary.

But we get the media we pay for. And for what’s arguably
loose change in today's world, newspapers and TV
journalists still routinely set and lead a high-quality
debate.

A more interesting YouGov poll may be its media 'tracker'. Interestingly, between March and
April those with a favourable view of the media industry went up, from 15 per cent to 20
percent — the highest since at least November.

UK national newspaper sales plummet under
Covid-19 lockdown

By Jim Waterstone and Roy Greenslade, The Guardian March 27, 2020

NATIONAL PRINT NEWSPAPER SALES have fallen by as much as since the start of the
government-ordered coronavirus lockdown, according to industry sources, with journalists
at many local newspapers placed on leave and warnings that hundreds of reporters could be
left without jobs as the advertising market collapses.

Thousands of independent newsagents have closed, commuter traffic is non-existent, and
supermarkets are expected to cut the numbers of copies they take from next week because of
reduced footfall.

With many readers also self-isolating, one of the British news industry's main sources of
revenue have taken a heavy hit. Organisations representing national newspapers have even
had to promote guidance from the World Health Organization that newsprint does not pose a
transmission risk. Rasmus Kleis Nielsen, the director of the Reuters Institute at the University
of Oxford, predicted "huge declines in advertising revenues" owing to the looming recession
that is likely to result in hundreds or even thousands of job losses in British journalism.

He predicted the economic effects of the pandemic could potentially remove 10% of all
frontline journalistic jobs in the UK

Although the pandemic has attracted record breaking audiences for online news sources,
outlets have long struggled to earn substantial revenue from digital advertising. Some
advertisers have also blocked their promotions from appearing along coronavirus-related
stories, although there has been increased spending by the government on public health
campaigns and by some major corporations such as banks.

Industry sources suggested sales of print outlets briefly rose in the run-up to the lockdown
but have collapsed since people were asked to stay at home. One individual at a major
national newspaper said the sales painted a "pretty bleak picture for us", while a person at
another title said the situation was "dire" but there had been "surges in home deliveries via
independent newsagents".

A spokesperson for the Guardian's parent company said the crisis was having a "clearly
negative impact on advertising revenues for all businesses, and the Guardian will be no
exception”, acknowledging that print sales had been hit, but said more people were
signing up to have the newspaper delivered.
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They said traffic to the Guardian's website was up more than 50%, exceeding all previous
records, and there had been a substantial surge in the number of readers taking out digital
subscriptions or signing up to make regular contributions to support its journalism.

Print revenue — both from the cover price paid by readers and print adverts — continues to
provide the majority of revenue at most
British newspapers, often in effect
underwriting the cost of free online
content. As aresult, almost all national
newspapers are promoting offers that
will ensure people can still get their
print copies delivered directly to their
homes, through sites such as Deliver
My Newspaper.

Free newspapers have been
particularly badly hit by the collapse in
commuters and ad revenue, with
London's Evening Standard adopting
an improvised door-to-door delivery
model, with a reduced circulation of just over 400,000 copies being posted through
letterboxes in the centre of the capital.

Hyperlocal community news outlets have also issued a collective plea to the government
for emergency funding and a share of public information advertising spending, in an effort
to avoid collapse. Staff at the news agency PA Media have also been told that pay rises will
be delayed and warned that open roles are unlikely to be filled.

Nielsen echoed the concern of many in the industry when he said a particular worry for
British newspapers was that remaining print readers would lose the habit of reading a
physical product during the lockdown.

"People are going to spend a lot of time online for the foreseeable future," he said. "And so
far, we have few examples of people returning to offline media once they have embraced
online ones."

Some free local print news outlets have already stopped printing for the duration of the crisis,
while regional titles that rely on advertising revenue from small businesses have been
particularly badly hit.

Many sport reporters employed by the regional publisher Newsquest have been taken off
work until the end of May and placed on the governments job retention scheme, which will
pay 80% of wages until the market improves. They have been joined by photographers and
some news reporters, leaving depleted teams on reduced wages to produce local
newspapers and websites.

How to communicate in a postmodern
pandemic

By Michael J. Coren, Senior Reporter, Quartz May 7, 2020

IN PANDEMICS, as in war, truth is often the first casualty. Throughout history, every
outbreak— from the smallpox that claimed Rome's emperor Marcus Aurelius to Europe's Black
Plague—has spread misinformation along with pathogens. The calamities were attributed to
everything from bad air to unbalanced humours.

The response was no less misplaced. Beaked masks, bleeding patients, and strapping dead
chickens to the sick were all accepted practices. Any theory of germs let alone viruses, lay
centuries away.
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That all changed as medical science
advanced. An English doctor named
Edward Jenner administered the first
rudimentary smallpox vaccine in 1796.
Scientists isolated influenza A, the
cause of most flu pandemics, in the
1930s, leading to the immunization
campaigns that are now our primary
line of defence against viruses. But
even today it usually takes years to
develop and distribute a new vaccine.

So, our first line of defence in the early days of an epidemic is accurate, trusted information. It
slows the spread of the virus, sparing millions of lives, and buys time to roll out treatments.
But that defence is being unevenly deployed against the pandemic of Covid-19.

In January, during the early days of the coronavirus outbreak, the Chinese government
pursued secrecy. Health officials were chastised for raising alarms. Internal warnings of
human-to-human transmission were not shared with the public. Death tolls were revised
downward. Only after the epidemic could no longer be hidden from view was the public
warned, two weeks or more after Chinese president Xi Jinping knew about the virus, a delay
that likely fuelled the spread of the virus at home and abroad.

In the United States, the Trump administration has spread its own brand of misinformation. In
January, Trump told CNBC that "we have it totally under control. It's one person coming in
from China," even as the CDC was scrambling to track the outbreak. As the outbreak
worsened, Trump went on to say his administration had "inherited" a faulty coronavirus test,
and that any American who wants to can get tested, neither of which was accurate.

The coup de gréace, perhaps, was Trump's speculation in a press briefing that hitting the
"body with a tremendous... ultraviolet or just very powerful light' and injecting disinfectants
could treat Covid-19, a potentially lethal move, triggering a flood of calls to emergency
hotlines.

It's not the first time the White House has misled the public about an outbreak. In 1918, as the
Spanish flu raged across the planet, the US government and local politicians systematically
covered up the disease. And it taught a grave lesson: Lack of reliable information and trusted
sources can be as dangerous as the virus itself.

The "Spanish” flu

During World War |, the US and other warring nations strictly controlled information at home
and abroad. So as a mysterious new virus began spreading among troops in January 1918, the
news was suppressed for fear of threatening morale.

Only in non-combatant Spain, where the press operated freely, did reports of a new infection
surface, lending the outbreak its name, despite evidence it originated in rural Kansas.

Within months, the new influenza had begun spreading rapidly through the civilian
population. Eventually, it erupted into one of the most deadly viral outbreaks in history,
killing between 50 to 100 million people, more than 1% of the global population, a toll far
exceeding that of WWI itself.

The journal Nature notes US officials viewed suppressing information about the virus as no
different than censoring information about the war itself.

A chief architect of the US propaganda effort on the Committee on Public Information
summarized the strategy: "Truth and falsehood are arbitrary terms," stated Arthur Bullard.
"The force of an idea lies in its inspirational value. It matters very little if it is true or false."

The federal bureaucracy and local governments cooperated. US surgeon general Rupert Blue
advised the new virus was "no cause for alarm if proper precautions are observed."
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Chicago's public health commissioner insisted
"worry kills more people than the epidemic."
Bpdaind wth & Bew Miermerd u T 198 dastvetsarr of |94 President Woodrow Wilson never mentioned
the first US cases of influenza in public.

All this had catastrophic consequences. As
late as August 1918, most Americans still
assumed the influenza was an overseas
phenomenon, a complication of war-time

The Stery of the DeadBest Pandemic in Histary malnutrition. Loca! officials roqtingly covered
up the toll of the disease to maintain morale.

Eventually, the horrific situation unfolding
across America couldn't be suppressed. Mass
graves and trains were needed to handle the
dead at stricken army bases and small towns,
chronicles John Barry, a historian at Tulane
University and author of The Great Influenza.

"As the epidemic exploded, officials almost
daily assured the public that the worst was
over," writes Barry. "This pattern repeated
itself again and again."

6 mASING TieL The carnage eventual destroyed the public's

gt | - 4 matbsrhel § e trust in officials, and each other. The Red
Cross reported people in rural areas starved to
death, not for lack of food but because people
were unwilling to go near the sick. 'People felt
they had no one to turn to, no one to rely on, no one to trust,” Barry writes.
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Truth can save us

One hundred years on, the motivations to spread misinformation have not changed. But the
way we communicate has. The control authorities once wielded over information is
impossible in today's media.

While its power to shape the narrative is considerable, the government is only one of a
thousand sources of news and information flooding media channels, from universities to
press to elected officials less willing to accept official events than their predecessors.

A hint of this was on display in China when Li Wenliang, a 34-year-old doctor in Wuhan,
posted online about being quarantined due to a virus resembling SARS in the hospital. Police
summoned him; demanding Li signh a statement that his warning constituted "illegal
behaviour." Since Li died from the coronavirus in February, he has become a martyr for many
Chinese critical of the government's response and censorship.

For millions of Americans, Dr. Anthony Fauci is fulfilling the role of truth-telling doctor amid
mixed messages from government officials. The 79-year-old director of the National Institute of
Allergy and Infectious Diseases is a staple of television news briefings. A veteran of six
presidential administrations, Fauci has often refuted Trump's advice and delivered pessimistic
news, such as warning about an "inevitable" second wave of the coronavirus this fall while
Trump has said it "might not come back at all."

"l feel | have a moral obligation to give the information I'm giving," said Fauci on CNN. "1
cannot force people...to do what [I] think is best. The only thing | can do is give the
information based on evidence and experience."
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Fauci is executing the textbook public health strategy
from the US Centres for Disease Control and Prevention
(CDC). Since VWVII, scientists and public health officials
have come to agree on how to combat epidemics, says
Amy Fairchild, dean of the public health school at Ohio
State University: deliver clear, accurate information,
especially amid uncertainty.

It's not a perfect antidote to panic and paralysis. But the
1918 epidemic showed how deception only accelerates
pandemics, while transparency can contain them.

"The false reassurances given by the authorities and the
media systematically destroyed trust. That magnified the
fear and turned it into panic and terror," writes Barry.
"Where people had accurate information and knew what
they faced, they often performed heroically."

More recent global events have confirmed this. During 2009's HI NI swine flu outbreak,
Mexico was "a model of rapid and transparent reporting, aggressive control measures, and
generous sharing of data and samples," states the WHO. During this coronavirus pandemic,
Taiwan and South Korea have proved remarkably swift and transparent in their response.

To head off the next pandemic, says Dr. Cheryl Healton, the dean of the School of Global

Public Health at New York University, we need a global commitment to combat deception
by sharing accurate information between national leaders and local doctors. "There have
to be very strong carrots to disclose [information] because there's a natural inclination to
cover up," she says. "Fear operates in people who think something's going on and don't

want to be the bearer of bad news."

Novel viruses will only keep emerging as humans and livestock encroach on wildlands,
fuelling the rise of new zoonotic diseases. Building a global culture that prizes sharing
information over official approval could save millions of lives. "We have to flip the
incentives, so you get an award and a reward for stopping the virus," says Healton. "It
needs to be done everywhere."

Of Lies, Statistics and the Impossibility of
Rational Debate

By Howard Wheeldon, international defence, aviation, political and financial
analyst

IF THERE IS ONE THING that we have learned through the COVID-19 pandemic it is probably
that rational debate is all but impossible in an atmosphere of hysteria. Following on from the
exposure of yet another 'fake news' story from the mouth of particular Coronavirus A&E
nurse that was unfortunately aired on Sky News last week (this nurse was apparently 'lying’
about a shortage of PPE in the hospital in which she worked and where it was later confirmed
that there were no shortages at that particular hospital) who was subsequently found out to
be Labour Party activist.

I was about to say now that | wonder how long before we are forced into listening to another
left-wing activist telling a pack of lies and up pops a message that Sky News have done it
again by failing to mention that interviewee Faiza Shaheen is also a Labour Party activist!

That the government has made mistakes and that we have been caught short in respect of
levels of equipment and testing ability can hardly be argued. Criticism is often fair and
reasonable but as in so many walks of life, judgemental with the benefit of hindsight.
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Few if any government around the
world has got it right yet although some
include Germany in this believing that
Angela Merkel really has in this
instance got the balance right) have
clearly handled it a lot better than
others. That said, it is only in the past
week that broadcast media, particularly
the BBC, have finally stopped claiming
that China's handling of the COVID-19
crisis and where it all began, was a
model of excellence. Now we

= understand that the greater probability
is that the numbers of those who died in Chlna as aresult of COVID-19 may well be double or
even treble the number given out by the Chinese authorities.

Yesterday's quite disgraceful and very loaded Sunday Times critique of the current crisis is
yet another example of 'false news' claiming, as it did, that well ahead of the World Health
Organisation declaring COVID-19 as a pandemic on March 11, Prime Minster Boris Johnson
had 'skipped five COBR meetings' is a good example of left-wing leaning, anti-government
propaganda at its worst. Briefed by someone in Number 10 who should surely be caught and
sacked, this is the worst example | have seen yet in print journalism.

In relation to the article it was particularly pleasing to see Michael Gove lambasting the BBC's
Andrew Marr in a TV interview yesterday morning just as it also was to see Number 10 issuing
what many have subsequently described as having been the strongest ever rebuttal of any
newspaper article yet published.

Leaving aside that frequently held COBR meetings are, most usually, chaired by the Secretary
of State responsible for the main area of discussion that day be it health, security, defence
and so on, | have to say that | thought Douglas Carswell's tweet on the subject very
appropriate when he said that "one thing that | have discovered during this crisis is that it's
possible to be well informed about current affairs without having to rely on new broadcasters
at all. They push "narratives" but produce mostly fiction. They can be passed".

Although I have met Carswell on several occasions in the past, | readily admit to never having
been one of his fans. However, now being outside of mainstream politics, | have to say that
over the past few weeks he has made some very interesting and poignant observations.

So too has former Prime Minister Tony Blair excelled himself this morning when interviewed
on the BBC Radio 4 'Today programme' and separately, by Adam Boulton on Sky News.

No ‘Gotcha’ attack

In both interviews Blair proffered a mix of sound and constructive advice and there was
absolutely no attempt to make any form of 'gotcha’ attack on government handling of the
current crisis.

Whilst | am bound to fear that many are taken in by the mis of criticism and fear tactics
proffered by press and media, the majority of us are not taken in. The BBC has done its future
as a public service broadcaster funded by licence fee significant damage and there should in
my view be no doubt that there will be a heavy price to pay when this is all over.

As to the here and now, | think that Gary Streeter MP, pictured below, put it very succinctly
when he tweeted "there is a very real risk that the savage media hunt for alleged scandals
and scapegoats will distract the government form its Coronavirus strategy. There will be time
for analysis and performance later. Now is the time to support the war effort'.

Of course, at some future point there will be an inquiry but just ten weeks since the COVID-19
crisis, one that probably has months and maybe even years to run, | take the view that now is
not the time to conduct an inquiry in the press or media.
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Rather than trying to focus on finding scapegoats and to place blame, can we allow
government, all those working in the NHS, military, industry, care workers and local
government employees to get on with the brilliant job of work that they are doing please?

When it comes to statistics this from a colleague writing this
morning and which makes a very interesting point:

‘I have a local chum whose darling mother died over Easter:
she was very old, rather infirm and suffering from dementia.
She effectively died of old age. But her death certificate,
having been made out in an old-folks home where there were
no testing states amongst other "maybe Covid-19". Thus, she
is added to statistics with no reason other than that as there
is no proof that she wasn't inflicted by the virus we'd better
say she might have been. The value of the statistics is
becoming ever more questionable. Forgetting counting
cases, all we can do is to look at the trends and extrapolate
that the "curve" is flattening'.

Writing in Conservative Home this morning former Secretary
of State for International Trade Dr. Liam Fox makes some
very interesting points. | repeat the article below:

One of the features of reporting of the Coronavirus
emergency has been the tendency to construct league tables that tell us which countries have
the highest number of deaths or the highest number of hospital beds or any other number of
variables. Often these are not only hugely inaccurate but paint a damagingly distorted picture
which can influence public opinion and, by doing so, public policy.

One well-established example is to talk about the number of cases in a country, when what is
actually meant is the number of cases who have been tested positive for the coronavirus.
Often, we have no idea how many cases may genuinely exist, since a significant proportion of
the population will not have been tested at all.

Another is to report the number of total deaths without taking into account the population of
the country concerned — which makes comparison almost meaningless. For example, the
United States, with a population of over 300 million people, is obviously going to have more
cases than a European country such as Spain, Belgium or Italy with populations of 47 million,
11.5 million and 60 million, respectively.

Attack first, Verify Later

Yet, if we take a standardised measure — deaths per million of the population — we find that
itis in fact Belgium that has the highest rate of the major nations with 496, Spain second with
440 and ltaly third with 385. France has 288 and the United Kingdom currently has a rate of
232.

The United States, by comparison, has had a death rate of 119 per million population, well
below that of most major European nations. This, of course, doesn't stop those who are
innately hostile to Donald Trump's administration from ignoring the standardised data.
"Attack first, verify later" isn't a trait confined to American politics.

Even these more standardised comparisons are flawed because of the different stages of the
pandemic cycle in each country. The true extent of our real differences will only become
apparent with time. Rushing to instant judgements on how any country has "performed" runs
the risk of both undermining the truth and public confidence.

For example, the low US figure disguises massive discrepancies between New York, the
worst affected area, and some of the more rural states — so how is "America" to be judged?
In fact, talking about nation states as though they are homogeneous entities often misses
crucial differences within those states themselves.
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Perhaps the most striking example is Italy. Although the overall death rate for the country is
385 per million, the Lombardy region, which includes Milan and is the epicentre of the
European outbreak, has a rate of 1178 while Lazio, which contains the city of Rome, has a
rate of only 57.

To talk about whether Italy, treating it as a single entity, has done well or badly is to utterly
= e R i T & W W ~3 T fail to look at reasons for the
= ; ; 2 underlying differences. These
may be related to population
density, the age and health of
the population or underlying
social conditions.

These regional differences are
A s found in most countries,
jorestoacasa including the United Kingdom
ci solo per esig " V% — where London has a death

- rate per million of 417 ( higher
than Italy’s overall figure) while
the South West has a rate of
only 116 ( lower than the US)
Most regions sit in the middle, with the Midlands at 265 and the North West at 262. Scotland
and Wales sit at the lower end of the spectrum at 164 and 170 respectively. This may be due
to any of the factors
already mentioned, or the fact that other parts of the UK may simply be lagging behind
London in terms of the stage of infection.

Another area of oversimplification is comparing different countries' health systems. One
major newspaper ran a piece recently entitled "Oversupply of hospital beds helps Germany
to fight virus". It may well be true that German capacity removed the need to alter normal
health priorities in order to accommodate the surge of Covid-19 patients. But this can only
be a part of the story.

The "oversupply" of beds in the German healthcare system is a controversial subject, with
many claiming that, because insurance companies have been paid for bed occupancy, there
has been a perverse incentive to keep patients in bed longer than necessary with the
consequent need for higher bed numbers.

The key question is whether there is a direct relationship between the number of acute beds

(generally measured as per thousand population by OECD) and the number and rate of
Coronavirus related deaths.

Complex Factors

It is certainly true that Germany has the highest number of acute beds in Europe with eight
beds per thousand population, but Belgium at 5.6 and France at 6.0 respectively have
substantially higher death rates than the UK, with our lower bed numbers at 2.5, or the
Netherlands at 3.3. Again, far more complex factors must be at work to create this
discrepancy.

One statistic that is worth looking at is excess mortality i.e. the number of deaths above the
longer-term average for any given time period. Looking at the peak winter months of
December to February, the average from 2015-2019 is 146,954. For the three months from
December 2019 to February 2020, the last three months available, the number is 147,828.

In other words, the excess mortality over the same period a year ago is 874 deaths. We will
need to see what the April figures show to give a comparison with the first quarter average
over the past five years, which stands at 151,932.

If the figure is low, the Government will claim that its measures were successful, and
opponents will claim that it shows the lockdown and the consequent economic cost was
unnecessary.
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If the figures are high, the Government will claim that the measures taken stop the people
from being even higher, but opponents (probably the same ones) will claim that the
Government’s actions were too little and too late.

The bottom line is that we cannot declare success or failure from a single dataset. To simply
choose one factor and imply that it is the key determinant is to create a potentially misleading
picture. To be fair to the paper in this case, the story was much more nuanced than the
headline.

If we are to have a rational debate about how we deal with the current pandemic and how we
learn lessons from it then it must be based on a sound assessment of standardised data.
Supposition, insinuation and misrepresentation will not help our understanding of what needs
to be done now and, in the future, and everyone — the media, politicians and any other
commentators, including members of the public on social media — need to understand our
responsibility in that process.
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What Is the Role of the Reserve Forces?

Sir Humphrey, the anonymous author of The Thin Pin Striped Line is a former reserve
officer and Ministry of Defence Civil Servant. His comments on military matters are
well followed by media and military.

THE MINISTRY OF DEFENCE has announced that it is conducting a review into the future
function and role of the Reserve Forces, intended to provide a clear idea of the role of the
reserves until 2030. The volunteer reserve is an integral part of the British Armed Forces, and
one which has along history of providing volunteers to step up and support operations
across the globe.

In WW1 it was the Territorial Army and Royal Naval Volunteer Reserve, serving in the Royal
Naval Division, who held the line in 1915 after the destruction of the regular Army ahead of the
arrival in significant numbers of Kitchener’s volunteers (Humphreys great grandfather was
one of them).

In the Cold War the Territorial Army was significantly larger, growing to some 70,000
personnel by 1989, with an aspiration to enlarge up to 86000. With clearly defined roles in both
the UK and in Germany, the TA represented an extremely large force, relatively well equipped,
and one which knew the roles expected of it, and the precise spot on the ground in Germany
where they were likely to die.
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This force was lost in the post-Cold War years, replaced by a smaller force that could, on pa-
per at least, mobilise more easily than the Cold War force, and which was intended to be used
as an integral part of the modern armed forces. For the Army this meant a growth of units that
would step up when required, providing additional people into units, and some mobilisation of
whole units.

For the Royal Navy it meant losing a dedicated force of Minesweepers and instead providing
specialists who would practically never go near a ship for the duration of their time in the re-
serve. This force would mobilise when needed to provide bespoke support in various niche
functions too small to be sustained in a regular career structure, but which still needed to be
carried out in times of conflict.

The first substantial post-Cold War
use of the Reserves came about in
2003 when the deployments to OP
TELIC and latterly OP HERRICK
saw a significant number of reserv-
ists mobilised to fill roles identi-
fied, often in a hurry and then de-
ploy to carry out an operational
tour.

For many reservists this period is
remembered as a time of knowing
that if you wanted an Op Tour it
was relatively easy to get one, and
the expectation was that you
would be deployed early in your
career, or mobilised at the very
least.

Today in the post HERRICK world
the Reserve occupies a curious place in the armed forces structure. On the one hand they rep-
resent a pool of volunteers who give their spare time to support the armed forces, but on the
other, the modern regulars have perhaps struggled to quantify what it is a reserve component
can do in the modern era.

The suggestion that the reserves could be mobilised en-masse for a large scale deployment in
the manner of the Cold War seems ever more unlikely — realistically it would be phenomenally

difficult to do this for anything other than the most grave of crisis, and in reality the chances of
it occurring in a sufficiently timely manner is slim.

Is it better to see the Reserve as a source of individuals able to augment with their specific
skills, using local units as hubs to conduct admin and basic training, but in reality focusing
most of their effort on augmenting as required in small groups — perhaps even up to Company
strength?

Is it properly managed?

The issue is complex —on the one hand the Reserve represents a source of some 40,000 peo-
ple, who can provide a valuable range of assets and experience, but is it properly managed?
For years, the armed forces have been talking about making use of the civilian skills of their
reservist staff, but no effective way has been found of doing this properly — not even Defence
Connect seems up to the job...

There is also a challenge around why people become reservists —some join for a change to
the routine, others as a prelude to regular service. Some join for a complete shift in life — for
example, many London units have highly paid lawyers or financiers working in very junior
roles precisely for the change in pace, while still offering an opportunity to do something
meaningful and different.

Anecdotally Humphrey has found speaking to reservists of different generations that attitudes
varied considerably about why they were in. Some were in it to mobilise for WW3 but felt un-
comfortable at being asked to step away for short term deployments.
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Others wanted to be in for the adventure, but once the deployment itch was scratched, found
routine reserve life very dull and either left in short order, or became a regular.

The question of mobilisation too is particularly difficult for employers. The Army move some
years ago to say that reserve soldiers should expect to spend 1 year in 5 mobilised backfired
in many quarters, and particularly with previously sympathetic employers. It is one thing to
have someone on the books as a reservist and give leave for their annual camp, and then lose
them for WW3 or a one off deployment — quite another to find one of your team is essentially
moonlighting 20% of the time with another company.

The impact of mobilisation for people in
small organisations is keenly felt — big
employers like the NHS or Civil Service
can absorb the hit and source spare
people easily to cover. But, if you are a
small company of 5-10 people, finding a
trained person to cover (even if the mili-
tary cover the costs) is not easy, and
mobilisation leaves a gap that cannot be
filled.

If your company relies heavily on this
person and their skills and knowledge,
then losing them regularly becomes un-
sustainable, and they may well move to
discourage membership of the reserves
as aresult.

The worry has to be that under the cur-
rent model the reserve experience has
become something that is increasingly a
time drain that only people working for
big organisations can do, because
smaller companies do not want the hassle of losing valuable skilled staff to go and ‘play army’
on aregular basis.

There is an issue with costs too — does it make good sense to mobilise a highly paid person to
be a private soldier? Given the MOD covers the salary difference, and also bears the costs of
covering a replacement, mobilising people can be phenomenally expensive — a friend of the
authors was mobilised as a very junior officer, but paid a 2*’s salary due to coming from a high
flying tax free salary job. Was this really the best use of a lot of public money to fill an SO3
post for 6 months?

Given all this, its perhaps reasonable to ask how the reserves can best operate in the future
and what model this may take. Humphrey would suggest that there are three main areas where
the volunteer reservist would excel.

Short Notice Specialists

Firstly, the Reserve should be constituted in a way that enables it to provide specialists in very
short notice to provide niche capabilities for a genuine crisis, or at slightly longer notice to
move for planned deployments. This may take the form of bringing people with either prior
regular service experience, or professionally qualified individuals like doctors or engineers
and asking them to sign binding contracts of availability.

It may also work if all regular service leavers, unless they choose to opt out, automatically
transition into the volunteer reserve on leaving, rather than the moribund and utterly unusable
‘regular reserve’. This would help them transition into civvy street, but retain their services if
required, and provide a pool of people who could quickly be brought up to speed again if re-
quired.

For entry, thought should be given around whether to bring civilians in as new entrants or to
recognise professional skills and appoint a rank accordingly. This already works with medical
personnel, but perhaps the time has come to expand the scheme. If you work in an area
deemed vital, such as cyber, engineering, logistics or so on, then providing you can validate
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qualifications, these will permit new entrants to be appointed to much higher ranks — perhaps
as high as SO1 (Lt Col, Commander level).

The argument for this is that few people will willingly join the reserve to use their professional
skills, only to find that they have to do multiple years of courses to learn how to successfully
deploy a hand of command and the correct way to intone ‘fella’ properly before they promote.

Instead, recognise experience and reward it with rank for their professional success - this
works well for medics, and there is no reason why it cannot work elsewhere. It is also worth
remembering that while few people join for the sole purpose of holding rank, the ability to get
people to listen to you and take you seriously is much easier if you have stripes or pips on
your shoulder.

The military don’t
judge on knowledge,
they judge on visual
sighting of arank tab,
and Private Smith
RLC may be one of
the most highly expe-
rienced logisticians
out there in real life,
but in the eyes of the
Army, he may be only
fit for stagging on and
not listened to.
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Give people the rank
they need to do the
job, and to be taken
seriously when they
speak —not ignored.

- The second area

where the reserve
could be used is to provide a body of more junior and less trained generalists to be mobilised
primarily to support national emergency and defend key points.

What this is intended to do is cover that group of people who perhaps don’t have direct mili-
tary skills, but who want to contribute something to society. They could be employed in
formed units to provide a general core of troops able to support where needed in a crisis and
develop a fairly limited set of skills and be employed primarily for home use (with underpin-
ning legislation amended to ensure they can easily be called on).

The reason for suggesting this is that it takes a great deal of time and training to be proficient
at most military roles. If this is your hobby and you take time away from it, you inevitably suf-
fer skills fade and need more time in training ahead of an operation to be of use — meaning a
longer mobilisation. This may work for some people but is arguably of limited value to most
deploying units —why not instead bring in a regular from elsewhere.

Instead use this pool to be able to support operations at home but do so in a way that means
when they are mobilised it is for a reason employer understand. Few managers would be-
grudge losing someone for 2-3 weeks to support disaster recovery or to help work on a major
task at home, when they know it is their local area being impacted.

This brings an immediacy to the efforts lost when people head off to Iraq or Afghanistan and
helps people relate much more closely to the armed forces as a result.

This focus on domestic and UK operations may lack the glamour of deploying overseas on
combat tours, but arguably is far easier to recruit for — ‘join the reserve, play a part in keeping
YOUR community safe’ is a powerful strap line to work to.

The challenge with this proposal is that it leaves gaps in work done now, particularly in spe-
cialised units, which would need to continue that are not covered by the provision of special-
ists elsewhere. Perhaps here it could work that former regulars going into the reserves could
be gainfully employed — for example using a former intelligence officer to do intelligence work.
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The final area where the reserve can play great value is in keeping the link between the armed
forces and the local area. Building a uniformed disciplined reserve that can attend functions,
represent at ceremonies and be a visible part of the support offered to first responders will
help fill a key part of keeping the armed forces in the public eye —when paired with cadets,
this is a good way of helping deliver military visibility and supporting the local area too.
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The final thing is that the military need to define the proposition of the benefits of what reserv-
ist membership brings the individual and society as a whole. At the moment it seems built
around a lose offer of pay, a bit of training and some cool things, which once basic training is
over quickly becomes ‘spend your weekend in sub- par office blocks working on outdated IT
to deliver a product the regulars don’t really care about and stand by for a world of admin has-
sle to get paid’.

The usual line offered is ‘world class leadership training’ although this is never benchmarked
or checked, and as any reservist who has done a commissioning course can attest, teaching
people the basics of task centred leadership is fine, but rarely relevant in the workplace — more
to the point, many reservists already have far more leadership skills and qualifications than
the military can offer, and there is something a bit excruciating about being ‘trained’ in some-
thing by someone who is clearly just reading out PowerPoint slides.

Clear Vision Needed

What is needed in this review is a clear vision of offering what it is that the volunteer reservist
brings to the modern military. Is it a spare time regular force, is it a source of battle casualty
replacements, is it a way to bring in cheap expertise in uniform or is it something else?

There is perhaps a lack of an ability to explain this beyond bland statements going ‘we value
our reservists’ — yes, the regulars do value the reserves, but its arguable that they actually un-
derstand what it is they want to do with them at times.

The review too needs to focus less on recruitment and more on retention. Why do so many
units seem to spend their lives recruiting and not retaining people and why is it that people
leave so quickly? Understanding this is key to understanding the value the reserve can bring
and how it can be employed — can it really generate a meaningful military component, or is it
something that is only ever good for a source of partly trained people who require further work
before deploying on an op tour.

36




Finally, the review needs to slay once and for all the tired cliché of ‘twice the citizen’. Plenty of
people across society give of their time to give something back. Be they charity workers, vol-
unteers or people who help across a range of life, most people are twice the citizen in some
way or another. What is needed is a better descriptor of what a reservist is, how they differ
from others and why they are a special breed.

The review has huge potential to offer a direction of change to the reserve forces and make
them directly relevant to the future direction of the modern military. But it must avoid maintain-
ing the status quo for the sake of it, be unafraid to slay sacred cows and ask hard questions of
what the reserve experience is meant to be, and why people join and how they can be used.

Career Structures

It must also look at important issues like career structures and ask if it is possible to have a
military career in your spare time without becoming a full time officer in the process and also,
in the 215t century, is there a place for a part time volunteer in the modern military?

This may sound heretical but given the complexity of operations, the challenge of remaining
current in role and the sheer time commitment needed to be effective, perhaps the most diffi-
cult question of all to ask is —is it time to stop recruiting part time volunteers? Instead moving
to a model of employment contracts of varying time commitments and only using volunteers
for domestic operations, meaning in turn a genuinely hard look can be taken at what the regu-
lar military can actually achieve on operations?

Would knowing there is no reserve other than ex regulars, and certainly no formed units, make
a difference when looking at the structure of the military and the aspiration to deploy things
like armoured divisions? Is it better to be honest and admit that no matter how keen and moti-
vated, the Reserve is not necessarily the answer that is needed, and that if you want to deploy
and stay overseas, you need regulars to do it — not rely on the goodwill of a patchwork of vol-
unteers and their employers to bail the regular military outcome the next crisis.

This is not to take away one bit of the commitment shown, but to ask whether we have become
too reliant on those giving of their spare time, and assume they will be there, and used this as
away to become complacent about our actual levels of capability. Can we be certain the next
time our backs are to the wall, we will have the numbers of trained personnel required to hold
the line till the 215t Century equivalent of Kitchener’s Army is ready?

The British Army’s Information Warfare Unit Is
Helping Combat Coronavirus Misinformation

by Joey D'Urso, BuzzFeed Staff; April 22, 2020

A BRITISH ARMY UNIT that specialises in using social media and internet data to carry out in-
formation warfare is helping the government fight online misinformation relating to the coro-
navirus, the UK’s most senior military officer revealed on Wednesday. General Sir Nick Carter,
left, chief of the defence staff, said members of the army’s 77th Brigade were “helping to
quash rumours about misinformation, but also to counter disinformation”.

Carter, who was speaking at the UK govern-
ment’s daily press conference dedicated to the
coronavirus response, said officers were work-
ing alongside officials in the Cabinet Office’s
“rapid response unit” tasked with tackling mis-
information and disinformation.

A government spokesperson told BuzzFeed
News that military staff have been “tackling a
range of harmful narratives online — from pur-
ported ‘experts’ issuing dangerous misinfor-
mation to criminal fraudsters running phishing
scams”.
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He added that the UK would also be “deploying two experts in countering disinformation for
the formation of NATO’s COVID-19 communications hub”.

Soldiers in the 77th Brigade, which was formed in 2015, are based in Berkshire and spend their
time producing video and audio content, using data to understand how the public receives dif-
ferent messages, and creating “attitude and sentiment awareness” from large sets of social
media data, according to a 2018 report by Wired.

While some “information campaigns” are openly the voice of the military, others are covert.
These include those dedicated to counter-piracy, counter-insurgencies and counter-terrorism,
the Wired story said, adding that almost half of the personnel were “reservists from civvy
street, with full time jobs in marketing or consumer research”.

According to the brigade’s website, its aim is to “challenge the difficulties of modern warfare
using non-lethal engagement and legitimate non-military levers as a means to adapt behav-
iours of the opposing forces and adversaries”.

As well as causing over 18,000 deaths in the UK so far, the coronavirus has also led to an epi-
demic of misinformation spreading online. Claims have included potentially harmful medical
myths, and false rumours about the Army marching through the streets of London.

Public figures have been criticised for promoting debunked claims and social media compa-
nies have come under fire for not doing enough to combat them.

One widely circulated myth links 5G mobile networks to the spread of the virus, which has no
basis in scientific evidence but has been promoted by celebrities including TV presenter
Eamonn Holmes to a mass audience on national television. The British Army is also
deploying two “experts in countering disinformation” to NATO’s COVID-19 Communications
Hub, a government spokesperson told BuzzFeed News.

British military launches first dedicated cyber
regiment

By Kim Sengupta, Defence Editor

THE BRITISH MILITARY has launched its first
dedicated cyber regiment for use against hostile
states and terrorist groups at home and abroad,
the Ministry of Defence has announced.

The 13" Signal Regiment, drawing personnel
from across the forces, will be used to carry out
offensive cyberspace operations as well as
counter hacking and propaganda from adver-
saries. The Regiment, based at Dorset, will be
working alongside the Army’s information war-
fare arm, the 77" Brigade, under the command
of 6" Division. Its role is viewed as essential in
an arena that has become of vital strategic im-

portance in 215 Century combat.

The unit, say the MoD, will provide “digital armour” for missions overseas, while protecting
infrastructure in this country. Officials stress that specialist forces such as these were essen-
tial with the rise of asymmetric warfare in which physical military operations can be jeopard-
ised by communications being cut and power supplies sabotaged. At the same time, disinfor-
mation campaigns can put lives at risk.

Cyberattacks carried out by the UK and other western states in Iraq against Isis proved to be
highly effective and tactics learnt in the operation may be used elsewhere in the future. But
British officers also want to stress the effectiveness of the Islamists’ electronic armoury in a
range of actions from disseminating violent images to recruitment drives and spreading the
message of jihad.
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The UK carried out a major cyberattack against Isis in 2017, disrupting its communications in-
frastructure for months, according to the director of GCHQ. Jeremy Fleming said his agency
worked with the Ministry of Defence to make “a significant contribution to coalition efforts”
against the Islamists that made it “almost impossible” for the group to spread its propaganda.

“This is the first time the UK has systematically and persistently degraded an adversary’s
online efforts as part of a wider military campaign,” Mr Fleming told a cybersecurity confer-
ence in Manchester in April. “Did it work? | think it did.” The 6th Division has been set up as
part of a “rebalancing” of the UK’s field army. Two other divisions will provide different strate-
gic options; the 3rd providing the war fighting arm and the 1st training soldiers of states
abroad and dealing with natural disasters and other humanitarian crises.

Defence Secretary Ben Wallace said of the new regiment: “This is a step-change in the mod-
ernisation of the UK Armed Forces for information warfare. Cyber-attacks are every bit as
deadly as those faced on the physical battlefield, so we must prepare to defend ourselves from
all those who would do us harm and 13! Signal Regiment is a vital addition to that defence.”

Chief of the General Staff, General Sir Mark Carleton-Smith added “13"" Signal Regiment is the
British Army’s brand-new cyber regiment — matching cutting-edge technology with cyber-fit
soldiers to compete and win in the Information Age”. No hype, just the advice and analysis
you need

An Introduction to 77 Brigade

By Lieutenant Colonel James Chandler - Courtesy of British Army Review. During 2016-2018
James led the 77" Brigade Research Unit. He has an MPhil in International Relations from the
University of Cambridge, was Chief of the General Staff’s Inaugural Army Visiting Fellow to
Chatham House and is currently Army Research Fellow at Kings College, London where he is
completing a PhD on Britain’s use of information operations in Iraq.

A member of 77" Brigade's Task Group prepares specialist equipment while deployed in the
Belize jungle alongside the British Army's Special Infantry Group.

THE CHARACTER OF CONFLICT is dramatically changing. As recently noted by the Chief of
the General Staff, General Sir Mark Carleton-Smith, the digital revolution has provided
adversaries with a new dimension to gain a position of advantage over traditional Western
militaries, like the British Army.
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Exploitation of the 21st Century's information environment by irregular forces and hostile
states have shown that manoeuvre on the battlefield today involves more than just the fire and
movement of fielded forces. Furthermore, we now live in an era of ‘constant competition’,
where the lines between war and peace, home and away, are blurred beyond distinction.

Adapting to this 'grey zone' or 'hybrid' warfare, where physical battles between massed armies
may not be the decisive moments in the minds of global audiences, is the challenge of our
generation.

During his tenure as Chief of the General Staff, General Sir Nick Carter encouraged the Army
to consider the implications of this new era. An era, he noted, that had witnessed the effects
of 'information warfare' during Russia's annexation of Crimea and Islamic State's blitzkrieg
through northern Iraq and Syria.

Building on his
experiences in
Afghanistan, General
Carter recommended the
Army adopt a broader
perspective on
manoeuvre, one that
incorporates non-lethal

levers of influence, like
PART OF BRITISH ARMY information activities and
civil engagement.
FORMED |N 2 5 He believed that modern
'‘wars among the people'
CONDUCTS NON-LETHAL WARFARE [RSUOCAGG
leam to focus on the
dynamics of local
populations, their thoughts, fears and desires, more than just where they live and what tribe

they are part of. Complementing this thinking were a range of initiatives to help the Army re-
structure itself for these challenges. One such initiative was the creation of 77th Brigade.

77TH BRIGADE

77th Brigade is the British Army's information activities and outreach formation. Information
activities concern any undertaking that seeks to understand and utilise the information
environment. Outreach is the Army's term to describe civil-military engagement and involves
anything from institutional capacity building to liaison with international development
agencies and charities. Crucially, 77th Brigade is more than just the Army's centre of
excellence for non-lethal activities, it is the conceptual and physical driving force behind the
Army's development of a more integrated approach of lethal and non-lethal effects to achieve
influence in modern military missions.

While it is not the single answer to the challenges of today, it represents significant

investment in new areas designed to support existing capabilities in finding effective ways to
move forward.

The Brigade's structure reflects the delivery of its outputs. The heart of the Brigade lies in the
operations centre where all missions are planned and executed. It contains expertise from
each part of the Brigade organised into mission teams aligned to each Defence operational
framework. It is supported by the Information Activities Group who provide content and
production expertise. The Task Group is the Brigade's deployable element. Manned by
officers and soldiers from the combat and combat support arms, it provides information and
outreach support to the Army's warfighting division.

This it does by forming part of the Divisional Information Manoeuvre Group at headquarters
and with tactical teams providing low-level support to Brigade and Battlegroup commanders.

The Outreach Group develops civil-military and capacity-building skillsets, while the

Operational Media and Communications Group assists the Army with high-end media and
communications.
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Complementing its key outputs, the Brigade also delivers in other areas. Utilising the Land
Intelligence Fusion Centre and the Specialist Group Military Intelligence, both under 77th
Brigade command, it can assist deployed commanders in understanding their area of
operations. An appreciation of local actors, audiences and adversaries can be achieved via
social network analysis, information environment assessments and ‘human terrain' studies.

The Brigade also delivers civilian expertise. This initially stems from its reservists, many of
whom have years of experience in the communications industry or international development
Further expertise comes from the Brigade's 'special reserves', a group of senior executives
who provide top-level advice in areas from engineering and logistics to cyber, marketing and
strategic communications. Importantly, the Brigade's collective output aims to amplify and
complement existing military capabilities, not replace them.

Busy & Exciting

The Brigade is a busy and exciting place to work. During the last two years it has played an
important part in the UK's contribution to a number of international events. These include: the
fight against ISIS; NATO's enhanced forward deployment to the Baltic states and Poland; the
humanitarian aid and disaster relief operation in the Caribbean; and the response to high
profile events on the UK mainland.

The Brigade has also maintained a near constant level of support to numerous defence
engagement initiatives in Africa and all the major defence exercises in the UK and abroad. For
an organisation of only a few hundred, of which over 50% are reservists, this represents a
significant level of commitment. As a result, the Brigade is a popular posting for those keen
for operational service and overseas travel.

Coupled with this busy programme, the Brigade is also known for developing innovative
ways of working. Reflecting General Carleton-Smith's new philosophy of 'prototype warfare',
the Brigade
executes a
‘democratised’
approach to
experimentation,
where young
officers and NCOs
are empowered to

take calculated 77TH BRIGADE
risks, enabling

them to ‘fail early INFLUENCE AND
and fail small’, OUTREACH

before learning
quickly and
exploiting lessons
identified.

By example, the Brigade plays an integral role in developing the Army's emerging
‘information manoeuvre' concept. This initiative seeks to combine information activities and
outreach with a range of other capabilities, such as counter-intelligence and cyber, in order to
integrate cognitive and behavioural effects into the planning and execution of Army
operations. This, and other projects, aim to explore what 'winning' looks like for a 21st
Century military and how this might manifest itself in practical terms.

One area where 77th Brigade breaks new ground is web operations. Stemming from the
inspiration of one young officer and a handful of NCOs, the Brigade's Web Operations Team is
delivering capability in the virtual space. Designed to provide detailed analysis of internet
activity and the ability to engage with friend and foe in the virtual domain, the Web Operations
Team assists commanders with an understanding of local sentiment and public opinion.

From humble beginnings, the small team now works on an almost permanent operational
footing, often contributing to UK operations not widely discussed or known about.
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The team is also typical of the 77th Brigade ethos. They are an eclectic bunch of linguistic and
social media experts, recruited on a competency basis, who have gone along way with
nothing more than enthusiasm, energy and a positive attitude.

Itis clear we live in a more complicated and interconnected world than ever before. The digital
revolution has shifted conflict into the information environment and morphed it into a near
continuous 'battle of narratives' where skilful manipulation of peoples' perceptions has
become of strategic significance. It is possible we shall never see contained military conflicts,
like the Falklands and first Gulf War, ever again.

Traditional Western militaries are still trying to make sense of all the implications. The creation
of 77th Brigade is a brave and novel attempt by the British Army to address these issues
head-on and to ensure it remains a capable and credible force in the challenges of today. The
success of this endeavour depends entirely on the guality and enthusiasm of the young men
and women who volunteer to serve in its ranks. For those looking to help shape the nature of
British Army operations in the information age, they should consider a tour with 77 Brigade.

Officer in Army unit '‘pressured veteran' who re-
ported security blunder

By Mark Nicol, Mail on Sunday, May 17, 2020

A SENIOR OFFICER at the Army’s secret psychological warfare unit has been ticked off after
losing a dozen of his business cards in the street —and then using military police to pressure
the veteran who raised the alert.

Lieutenant Colonel Rupert Burridge, a commander in 77th Brigade which is leading efforts to
counter Covid-19 disinformation, dropped a pile of cards carrying his office and mobile tele-
phone numbers and his email address earlier this month.

They were spotted on a street in Cottesmore, Rutland, by an Army veteran. Fearing a possible
security breach, he picked them up and contacted Alfie Usher, a former soldier who runs the
respected military Facebook group Fill Your Boots.

Using the number on the card, Mr Usher contacted Lt Col Burridge and was surprised when
the officer initially denied losing the cards and claimed it was a case of mistaken identity.

Lieutenant Colonel Rupert Burridge, a commander in 77th Brigade which is leading efforts to
counter Covid-19 disinformation, dropped a pile of cards carrying his office and mobile tele-
phone numbers and his email address earlier this month

He relented only when the email address and phone numbers were read out to him but then
angrily said he was ‘busy fixing Corvid’ before abruptly ending the call. Mr Usher then re-
ceived a number of mysterious phone calls from military police officers demanding to know
who found the cards.

When Mr Usher asked for an official case reference number, they refused to provide one.

Given the shadowy nature of 77th Brigade’s work, Army chiefs are said to have expressed dis-
appointment about how Lt Col Burridge handled the incident, not least because Mr Usher sub-
sequently posted a three-minute video on Fill Your Boots detailing his experience. It has been
watched more than 50,000 times.

Mr Usher last night declined to comment but says in his video: ‘He’s [Lt Col Burridge] embar-
rassed himself. | tried to do him a favour my letting him know.

‘Instead he said, “How dare you speak to a lieutenant colonel like that,” and hung up on me.
Then he got the RMPs to call my office when they don’t have jurisdiction over civilians.

‘It only takes one officer to display such a lack of humility to let down all the others. He only
had to be civil and say thanks.’

Given the shadowy nature of 77th Brigade’s work, Army chiefs are said to have expressed dis-
appointment about how Lt Col Burridge handled the incident, not least because Mr Usher sub-
sequently posted a three-minute video on Fill Your Boots detailing his experience
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General Sir Nick Carter, the Chief of the General Staff, last month revealed that 77th Brigade
was being used to combat disinformation about the spread of the virus. The unit is understood
to have teamed up with the security services to thwart Chinese and Russian online propa-
ganda.

Formed in 2015, 77th Brigade is based at Denison Barracks in Berkshire. It specialises in psy-
chological warfare, including using Twitter and Facebook to challenge false claims about UK
Government policy.

The Mail on Sunday revealed in December 2018 how 77th Brigade had been targeted by Rus-
sian state journalists who were questioned and photographed by Army soldiers for loitering
near the base and filming through its barbed wire perimeter fences.

Last night an Army spokesman said: ‘We are aware of an incident regarding some lost busi-
ness cards which has been resolved appropriately. ‘We are not prepared to comment further
on an individual’s personal information.’

Twitter executive for Middle East is British
Army 'psyops’' soldier

By lan Cobain, Middle East Eye, September 30, 2019

THE SENIOR TWITTER executive with editorial responsibility for the Middle East is also a part-
time officer in the British Army’s psychological warfare unit, Middle East Eye has established.
Gordon MacMillan, who joined the social media company's UK office six years ago, has for
several years also served with the 77th Brigade, a unit formed in 2015 to develop “non-lethal”
ways of waging war.

The 77th Brigade uses social media platforms such as Twitter, Instagram and Facebook, as
well as podcasts, data analysis
and audience research to conduct
what the head of the UK military,
General Nick Carter, describes as
“information warfare”.

Carter says the 77th Brigade is
giving the British military “the ca-
pability to compete in the war of
narratives at the tactical

level” and to shape perceptions of
conflict. Some soldiers who have
served with the unit say they have
been engaged in operations intended to change the behaviour of target audiences.

What exactly MacMillan is doing with the unit is difficult to determine, however: he has de-
clined to answer any questions about his role, as has Twitter and the UK’s Ministry of Defence
(MoD). Twitter would say only that “we actively encourage all our employees to pursue exter-
nal interests”. The MoD said that the 77th Brigade had no relationship with Twitter, other than
using it for communication.

The 77th Brigade's headquarters are located in Hermitage, Berkshire, west of London. Its crea-
tion combined several existing military units such as the Media Operations Group and the 15
Psychological Operations Group.

At its launch, the UK media was told that the new unit of “Facebook warriors” would be around
1,500 strong, and made up of both regular soldiers and reservists. In recent months, the army
has been approaching British journalists and asking them to join the unit as reservists.

While clearly engaged in propaganda, the MoD is reluctant to use that word to describe the
unit’s operations. Instead, the British army’s website describes the 77th Brigade as “an agent
of change” which aims to “challenge the difficulties of modern warfare using non-lethal en-
gagement and legitimate non-military levers as a means to adapt behaviours of the opposing
forces and adversaries”.
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MacMillan, whose editorial responsibilities at Twitter also cover Europe and Africa, was a cap-
tain in the unit at the end of 2016, according to one British army publication. The MoD will not
disclose his current rank. His involvement with the 77th Brigade was made public when he
disclosed it on his page at LinkedIn, the online professional networking site.

As well as outlining his responsibilities at Twitter, MacMillan wrote that he had an interest in

politics and international affairs, had trained at Sandhurst, the British military academy, “and
am a reserve officer in the British Army serving in 77th Brigade, which specialises in non-le-

thal engagement”.

His page has recently been edited to remove all references to his service with 77th Brigade.

77 Brigade: 'Remarkable talent’

MacMillan is not alone in outlining his involvement with the unit on his LinkedIn page. One for-
mer 77th Brigade officer has said on his page that he served with the unit’s “Information War-
fare Teams” in the UK, Bosnia, France, Kenya and Albania.

Another, a former officer in the UK’s Royal Navy, has said that while serving with the 77th Bri-
gade he was “the lead component on Behavioural Change for the Middle East Region and
Counter-Radicalisation”. This person - who is not a Twitter employee - added that his duties
included “advising the Jordanian Armed Forces and Royal Hashemite Court” and that he was
also seconded to the Strategic Effects Team at the UK Ministry of Defence. Contacted by MEE,
he declined to elaborate.

Some insight into the unit’s methods was provided by Carter in a speech last year at the Royal
United Services Institute, a London-based military and defence think tank. “In our 77 Brigade
... we have got some remarkable talent when it comes to social media, production design, and
indeed Arabic poetry,” he said.

“Those sorts of skills we can’t afford to retain in the regular
component [of the army] but they are the means of us deliv-

DAVID PATRIKARAKOS ering capability in a much more imaginative way than we
might have been able to do in the past.
“We also, though, need to continue to improve our ability to
R 1 4 “ fight on this new battlefield, and | think it’s important that

we build on the excellent foundation we’ve created for Infor-

c “ A R A c 'I' E R s mation Warfare through our 77 Brigade which is now giving
us the capability to compete in the war of narratives at the

- - tactical level.”
LS s,':Illll:,!"t':'l,s,;:?,.::::::,"““ Carter went on to quote a_recent!y publi_shed bpok, War in
140 Characters, in which journalist David Patrikarakos ob-
F serves that during the war in Ukraine, “counter intuitively, it

mattered more who won the war of words and narratives
than who had the most potent weaponry”.

Covert influence campaigns

The Arab Spring, almost a decade ago, demonstrated

that protestors could topple tyrants after sharing infor-
mation on social media. There has also been a wider reali-
sation in recent years that technology has shifted power from national governments and me-
dia companies towards networks of individuals.

Many observers assumed it was only a matter of time before the state began to counter that
trend. “Homo digitalis may challenge the state,” Patrikarakos writes, “but the state will always
fight back.”

Covert influence campaigns being mounted by states such as Russia and China have been
identified and exposed on several occasions. Both Twitter and Facebook have taken action
against covert influence campaigns in the Middle East and North Africa (AFP) In August, Face-
book announced that it had shut down multiple accounts run by a company called New Waves,
based in Cairo, and an Emirati firm, Newave.
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The two companies worked in concert, disseminating messages supportive of the foreign pol-
icy objectives of Egypt, the United Arab Emirates and Saudi Arabia. Subsequently, The New
York Times reported that New Waves was run by a retired military officer who describes him-
self as an “Internet wars researcher”, while the Emirati company operated from a government-
run media complex in Abu Dhabi.

Together, they were reported to have managed 361 compromised accounts and pages with a
reach of 13.7m people, spending $167,000 on advertising and using false identities to disguise
their role. One focus for their social media campaigns was Sudan, where democracy advo-
cates noticed a stream of pro-military tweets. Another was Libya, where accounts controlled
by the two companies promoted General Khalifa Haftar, commander of the self-styled Libyan
National Army (LNA).

Suspended Accounts

Twitter also announced in September that it had suspended hundreds of coordinated accounts
which, it said, breached its “platform manipulation” policies. These had operated from Spain,
Ecuador and China, as well as Egypt, Saudi Arabia and the UAE.

The company said in a statement: “We will continue to enhance and refine our approach to
disclosing state-affiliated information operations on our service.” It also promised greater dis-
closure of data about state-affiliated information operations.

The British Army declined to disclose anything to Middle East Eye about MacMillan’s duties
with the 77th Brigade, or say whether Twitter helps it, in Carter’s words, “to compete in the war
of narratives at the tactical level”.

It would also not say anything about the military’s use of Arabic poetry, as revealed in the gen-
eral’s speech. Nor would it say anything about the military initiative intended to achieve “be-
havioural change” among audiences in the Middle East.

In a statement, an army spokesperson told Middle East Eye: “There is no relationship or agree-
ment between 77th Brigade and Twitter, other than using Twitter as one of many social media
platforms for engagement and communication. The Army does not comment on the specific
activities of reservists working within the division.”

The identities of the Twitter accounts which the 77th Brigade uses for engagement and com-
munication remain unclear, however. The unit’s acknowledged account has been locked since
it was hacked earlier this year, with the result that only approved followers can see its tweets.

Twitter also declined to answer questions about its executive’s British Army duties, despite its
pledge to disclose further information about state-affiliated information operations.
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In a statement, the company said: “Twitter is an open, neutral and rigorously independent plat-
form. We actively encourage all our employees to pursue external interests in line with our
commitment to healthy corporate social responsibility, and we will continue to do so.

“We also proactively publish datasets on potentially state-backed foreign information opera-
tions on the service. We deliver this in conjunction with partners in government, civil society
and academia, to promote a better social understanding of these threats.”

British propaganda efforts in Syria may have
broken UK law

By lan Cobai, Alice Ross: The Middle East Eye, May 11,2020

THE UNITED KINGDOM’S COVERY propaganda programmes in war-torn Syria were poorly
planned, probably illegal and cost lives, according to a scathing internal review of the initiative
that has been seen by Middle East Eye.

Using news agencies, social media, poster campaigns
and even children's comics, communications companies
working under contract to the British government
attempted to undermine both the Assad government and
the Islamic State group and bolster elements within the
Syrian opposition.

In February, a Middle East Eye investigation revealed MIDDLE EAST EYE
details of a British Government propaganda campaign in
Syria which sought to promote the IJKs strategic

interests through support for the "moderate armed opposition"”.

MEE is now publishing details of an internal assessment revealing concerns and divisions
within government about the effectiveness and appropriateness of that campaign. It reveals
the work was being conducted despite concerns that it was illegal. Many risking their lives as
citizen journalists and activists on the ground were not aware of London's involvement.

Some Syrian activists involved in British-backed projects have defended the work, saying they
were dependent on western support for funding.

Some complain that western countries should have done more to support the opposition and
that support for their work dried up as the war tilted in Damascus's favour. Others say the
work may have been counterproductive.

The UK embarked on its propaganda efforts in the country in 2012 and stepped them up
dramatically the following year as the government sought to maintain a strategic foothold after
parliament had voted against any British military intervention in the conflict. The series of
programmes was given the codename Operation Volute, and those involved in the work talked
not of propaganda, but of "strategic communications", or "SC".

However, a review that was conducted during the summer of 2016 concluded that the
"fundamental shortcomings" of the initiative included "no conflict analysis [and] no target
audience analysis". The review also reveals concerns within government about the need for
the programmes, which were pushed most enthusiastically by the UK's Ministry of Defence
(MOD) from 2013 onwards because of "policy restraints" imposed by the vote against military
action.
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Too many projects appeared to be completed because "we had to be seen to do things" or
were designed to impress the US government, the review concluded. "Projects have pushed
quick wins and shallow, numbers-driven outputs,” it said. It concluded that there was a "major
risk" that some of the government contractors' activities were 'in contravention of UK law",
although the authors do not spell out how they believe the law may have been broken.

Moreover, so much material was being produced by the propagandists that they had created
"a constellation of media outlets", in which "Syrian audiences and activists got lost and were
distracted" and people no longer knew who or what to believe.

‘Lack of understanding’

The review examined two programmes that were managed by a unit within the MOD called
Military Strategic Effects, and two managed by a group within the UK foreign office called the
Counter-Daesh Communications Cell. A fifth was managed by a cross-government programme
called the Conflict, Stability and Security Fund (CSSF), which aims to tackle conflicts that
threaten UK interests.

Four of the programmes were outsourced to British communications companies, some of
them run by former army officers or intelligence officers. These companies set up offices in
Istanbul and Amman, where they recruited Syrians to carry out much of the day-to-day work. A
fifth was outsourced to a polling company based in the United States.

The five programmes were intended to amplify the work of Syrian citizen journalists; bolster
groups that the British considered to be part of what it termed "the moderate armed
opposition”; counter violent extremism; and encourage dissent among members of Syria's
Alawite communities, from which the ruling Assad family comes.

Syrian staff recruited further Syrian workers, who were employed as "strainers" inside the
country. Many were unaware that the projects that they were working on were being funded
and managed by the British government. Initial blueprints for at least three of the five the
programmes were drawn up by an anthropologist working in counter-terrorism for the foreign
office in London. Their combined budgets from the UK government came to E9.6m ($11.9)
during 2015-16, with more money earmarked for later years.

Weak & Opaque

The review noted that the programmes were intended to be guided by a strategy drawn up by
the government's National Security Council (NSC) but concluded that that strategy was both
"weak" and "opaque".

Many in the British government appeared to be unclear about what strategic communications
could and could not achieve, the review found, and among government officials there was said
to be "alack of understanding about what the Syrian audience really wants and thinks".

There was also said to be "a tension between the behavioural changes the SC programmes
envisage (which are long term) and the short-term opportunistic aims of the CSSF
programme"

. Reputational damage'

The review criticises a "lack of coherence" between the different strands of the programme
and a "duplication" of efforts. It also highlights the complexity of working with Syria's ever-
shifting opposition forces, warning of "potential credibility damage and/or reputational
damage to HMG [Her Majesty's Government] if links between certain MAO [moderate armed
opposition] and UK HMG funding leaks."

The review addresses the deaths of some of the Syrian staff but is not critical of this aspect of
the work. It says that that "some IPS [implementing partners] have lost several staff
members". One of the contractors is described as having "suffered losses of core staff that
damaged the organisation quite fundamentally".
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One of the communications companies delivering UK government propaganda programmes
was said to appear to be "an aggressive commercial organisation” which took both personal
and political risks.

"There is a danger that they go too far and therefore take risks that may have an indirect
negative impact for those through whom they work," the review found, adding that there was a
need to "rein in" the contractor.

The programme's stringers and the "moderate armed opposition" on which they were
reporting were also acknowledged to have caused unspecified harm: "Stringers or MAO are
operating in an environment dominated by armed groups undertaking work which could
cause (and has caused) harm following their activities."

Enthusiastic military

The review acknowledges that concerns were being expressed both inside and outside the
programme. In 2013, it says, the only UK government ministers who had been fully committed
to launching new strategic communications programmes in Syria - in the absence of any
British military activity on the ground - were those at the Ministry of Defence.

Some in the British government continued to "ask themselves whether taxpayers' money
should be spent on some of the activities of the programme", while there was also said to be
"substantial doubts about the programme among some HMG partners".

But the UK's MOD remained enthusiastic, the review said, not least because "the annual cost
of the programme (i.e. non-kinetic targeting) represents extraordinary value for money given
current policy restraints". Nevertheless, the review questioned the costs of the programme,
and advised that all of the communications companies were "long overdue an intrusive
external financial audit". Some of the programmes were intended not only to achieve
behavioural change among Syrian audiences, the review noted, but also to gather "very
useful" intelligence, particularly on the alliances, tactics and activities of opposition forces.

One of the communications companies was providing intelligence to international military
forces based on information provided by a network of 240 stringers working on one online
forum. A key benefit of the propaganda programmes was assessed to be the British
government's "connectivity to different (armed or non-armed) networks".

However, the review concluded that more thought needed to be given to the balance to be
struck between the requirements of the British government and the needs of the Syrian
people.
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The best way to do this would be "to make sure that the structures that emphasise
intelligence gathering are separated from the communications structures aimed at targeting
the Syrian audience".

The review does not question the UK government's decision to run propaganda programmes
in Syria, and says that "focus group discussions, anecdotal feedback and surveys indicate
that target audiences bonded with products and took up intended messages, demonstrating
that project delivery has been effective".

Opposition fighters had been given training in international humanitarian law as part of
one programme, and one campaign was said to have "brought about behavioural change
in pro-regimists", as it had successfully encouraged them to speak out about the number
of people who were being detained by the Assad government.

The UK’s foreign office declined to answer a series of questions about the internal review of
its propaganda operations in Syria. The department declined to say whether the effects hoped
for were weighed against the risk to life; how many people died; and whether the UK was
supporting their dependents. It also declined to answer questions about the risk that UK
propaganda operations contravened UK law, and would not say whether government
ministers had read the review.

Overall, the reviewers regarded the UK's propaganda programmes as a failure. Asked to give
them a mark of A*, A, B or C, the reviewers gave them a B, meaning that they concluded that
"outputs moderately did not meet expectation".

HMS Queen Elizabeth getting
ready for Exercise Crimson
Ocean

By George Allison, UK Defence Journal

AIRCRAFT CARRIER HMS Queen Elizabeth will soon sail
for Exercise Crimson Ocean, putting the carrier and her F-
35s through their paces. HMS Queen Elizabeth recently
completed a period of sea training. The vessel was as-
sessed in its ability to defend from air, surface and sub-
surface attack.

“Our Damage Control teams will also face their toughest
test yet, an assessed F7, which translates to a collision or
grounding”, said the vessel in a tweet.

This is all part of ajourney to enable the carrier, her aircraft and her escorts to deploy opera-
tionally next year. Next year, HMS Queen Elizabeth will deploy with two frigates, two destroy-
ers, a nuclear submarine and support vessels.

Commodore Michael Utley, Commander United Kingdom Carrier Strike Group, is reported by
Save The Royal Navy here as saying that HMS Queen Elizabeth will be escorted by two Type
45 destroyers, two Type 23 frigates, a nuclear submarine, a Tide-class tanker and RFA Fort
Victoria.

The ship will also carry 24 F-35B jets, including US Marine Corps aircraft, in addition to a num-
ber of helicopters.

Prior to the deployment, it is understood that the Queen Elizabeth carrier strike group will go
through a work-up trial off the west Hebrides range sometime in early 2021.

When asked about whether or not the UK has enough escorts to do this without impacting
other commitment, Defence Secretary Ben Wallace said:
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“The size and the scale of the escort depends on the deployments and the task that the carrier
is involved in. If it is a NATO tasking in the north Atlantic, for example, you would expect an
international contribution to those types of taskings, in the same way as we sometimes escort
the French carrier or American carriers to make up that.

“It is definitely our intention, though, that the carrier strike group will be able to be a wholly UK
sovereign deployable group. Now, it is probably not necessary to do that every single time we
do it, depending on the tasking, but we want to do that and test doing it. Once we have done
that, depending on the deployment, of course, we will cut our cloth as required.”

It is understood that the 2021 deployment will see the Carrier Strike Group sail in the Mediter-
ranean Sea, the Gulf and end up in the Pacific.

Royal Navy investigating leak aboard £3bn air-
craft carrier HMS Prince of Wales

By Press Association 17 May 2020

THE ROYAL NAVY has launched an investigation following a leak aboard HMS Prince of
Wales, its £3 billion aircraft carrier, while it was docked at a naval base. Video published on
Facebook showed water pouring through the ceiling into an accommodation area of the
65,000-tonne warship. The leak is understood to have taken place on Friday while the £3bn
warship was at Portsmouth Naval Base.

A Royal Navy spokesman said: "Following a minor issue with an internal system on HMS
Prince of Wales, the ship's company were required to remove a small volume of water from the
ship. “An investigation into the cause is now under way but this will not affect the ship's pro-
gramme."

It is understood that the pipe was isolated quickly, and the water was mopped up by the crew.
The leak comes after sister ship HMS Queen Elizabeth had to cut short sea trials last July after
a seal burst causing a large quantity of water to pour from a pipe and to flood through several
decks.

Following the incident, the ship's then commanding officer Captain Steve Moorhouse said it
was safe and that in his experience leaks were a "weekly" problem for warships.
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HMS Prince of Wales has recently been testing its safety systems including the deployment of
life rafts and emergency chutes while the Queen Elizabeth set sail from anchor off Gosport,
Hampshire, on Friday to carry out sea trials off the south coast.

The older of the two carriers had to delay its departure from Portsmouth last month to enable
its 700-strong crew to be tested for Covid-19 of which two tested positive and were removed
from the ship. The rest of the ship underwent a period of quarantine at sea prior to commenc-
ing the training exercises.

Last month it was reported how residents had complained how noise and pollution from HMS
Prince of Wales had kept them awake at night. Neighbours in Gosport, Hants, claimed the hum
of the generators from warship was disturbing the neighbourhood.

Resident Neil Sutton, 59, told the Portsmouth News: "No resident in this long stretch of water-
front can escape the sound of this ship, particularly at night-time."

America and Britain play cold-war games

NATO warships return to the icy Barents Sea for the first time in a generation

The Economist, May 10th, 2020

THE BARENTS SEA is not a hospitable place for visitors. “Frequent snowstorms ... blotted out
the land for hours on end,” wrote an unlucky British submariner sent there to snoop around
during the cold war. “We faced the beastliness of spray which turned to ice even before it
struck our faces.”

Itis no surprise, then, that American warships have kept away from the sea since the mid-
1980s—until they returned last week.

Their presence is part of a steady northward creep by NATO naval forces. In 2018 the alliance,
joined by Sweden and Finland, held Trident Juncture, its largest exercise since the end of the
cold war, in Norway.

That involved the first deployment of an American aircraft-carrier in the Arctic Circle for three
decades.
Western warships have been frequent visitors since. On May 1st, a “surface action group” of

two American destroyers, a nuclear submarine, support ship and long-range maritime patrol
aircraft, plus a British frigate, practised their sub-hunting skills in the Norwegian Sea.
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British Army establishes
1st Aviation Brigade...ceorge

Alison of Defence Journal, UK, reports the first ever
Aviation Brigade in the British Army has formed up
combining the advanced reconnaissance capabilities
of the Wildcat helicopter of 1st Regiment Army Air
Corps (AAC), together with the attack firepower of the
Apache helicopter used by 3rd and 4th Regiment AAC.
1st Aviation Brigade is designed to unite the re-
sources previously split between the Aviation Reconnaissance Force and the Attack Helicopter
Force, and as a Brigade is a capability distinct from previous airmobile and air assault bri-
gades.

“As well as the tasks conducted by 5th Regiment AAC and their Gazelle helicopters, the re-
servists of 6th Regiment AAC and the specialist aviation mechanical engineers of 7th Battalion
Royal Electrical and Mechanical Engineers complete the line-up of Brigade units. The environ-
ment in which the British Army and our allies are now operating in is changing and continues
to evolve — at pace. The new world sees our adversaries engaging in operations that requires
our soldiers to operate across a broad spectrum of operations implemented to protect our
homeland, all whilst persistently engaging and constraining our adversaries abroad.

As the way of the military evolves, it places a focus on what combat aviation needs to be pre-
pared for. To meet such challenges 1st Aviation Brigade will generate a Combat Aviation Force
in order to deploy on operations, which will possess the capacity to concurrently plan, execute
and sustain multiple aviation manoeuvres, and scale up and down in size and power as re-
quired.”

Former Navy Chief: China 'Flexing Its Muscles
Rather Like Hitler’'s Germany'

Forces Net June 6, 2020

CHINA IS FLEXING ITS MUSCLES like Nazi Germany in the 1930s and tolerating continued
"bad behaviour" could lead to war, a former Royal Navy chief has warned. Lord West, who is a
former First Sea Lord and ex-Chief of Defence Intelligence, condemned a security law propos-
ing greater control over Hong Kong.

Urging parliamentary peers to take action rather than continue to appease the regime, he said
Beijing had exploited coronavirus as a distraction "to see what they can get away with”. Lord
West stressed the need for action arguing that, as with Hitler, appeasement would only en-
courage “bad behaviour” and could eventually lead to war.

Speaking in a House of Lords debate on the security law, passed by China’s National People’s
Congress, the Labour peer said: "China is flexing its muscles rather like Hitler’'s Germany in
the early 1930s using the distraction caused by the Wuhan virus to see what they can get away
with.

"The new national security law will fatally damage the 'one country, two systems' agreement
on Hong Kong."

Lord West condemned China's actions, including intimidation against neighbours in the South
China Sea (Picture: US Army).

The proposed measure would alter the former British colony’s mini-constitution, or Basic Law,
to require its government to enforce measures to be decided later by Chinese leaders. The
'‘one country, two systems' agreement saw Hong Kong return to Chinese rule in 1997, guaran-
teeing high autonomy for 50 years.

Intimidation against neighbours in the South China Sea, intellectual property theft, aggression
in cyber space and "unacceptable" trade in human organs were also condemned.
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Lord West called for "deterrent action rather than appeasement" against China, adding the lat-
ter "could finally lead to war". To combat the crisis, he proposed reviewed international trade
with China and a NATO-style alliance for South East Asia.

Former Hong Kong governor Lord Patten of Barnes said China had shown that it "bullies and
breaks its word — and is a threat to the world in many respects".

Germany: American
troop reduction could
harm NATO security

By David Rising, The Associated Press, June9,
2020

BERLIN — Germany’s defense minister sug-
gested Monday that U.S. President Donald
Trump’s reported plans to withdraw more than a quarter of American troops out of Germany
could weaken not only the NATO alliance but the U.S. itself.

Trump is said to have has signed off on a plan to reduce the total of troops stationed in Ger-
many from 34,500 to no more than 25,000, according to reports by The Washington Post and
The Wall Street Journal, but German Defense Minister Annegret Kramp-Karrenbauer told re-
porters that Berlin hasn’t yet been informed of any such move.

A White House official, speaking on condition of anonymity to discuss internal matters, con-
firmed to The Associated Press that there are plans to move troops, saying some could go to
Poland while others could go elsewhere. The decision is part of the president’s and Depart-

ment of Defense efforts to review combatant commands
around the globe, the official said.

If the U.S. goes ahead, Kramp-Karrenbauer suggested the
move would do more harm to NATO as a whole than to
Germany’s own defense. “The fact is that the presence of
U.S. soldiers in Germany serves the entire NATO alliance
security, including America’s own security,” she said.
“That is the basis on which we work together.”

Annegret Kramp-Karrenbauer, Christian Democratic Union, CDU, party chairwoman and
German minister of defense, speaks at a news conference following a CDU leaders meeting at
the headquarters in Berlin on Monday, June 8, 2020. (Michael Kappeler/dpa via AP)

In Brussels, NATO Secretary-General Jens Stoltenberg sidestepped a question on the deci-
sion, saying that in general “over the last few years we have actually seen an increase in the
U.S. presence” in Europe.

“What | can say is that we are constantly consulting with the United States, with other NATO
allies on the military posture and presence in Europe,” he said.

The Trump administration has been urging Germany to spend more on its defense to meet the
NATO goal of spending 2 percent of gross domestic product on defense, and American offi-
cials in the past had raised the possibility of moving troops out as a veiled threat.

As such, the government’s coordinator for trans-Atlantic relations, Peter Beyer, said if the plan
is confirmed it wouldn’t be a surprise, but that it was irritating to first learn of the possibility
through media reports.

“The German-American relationship could be severely affected by such a decision of the U.S.
president,” Beyer told the dpa news agency. “It’s not just about 9,500 soldiers, but also about
their families, so about 20,000 Americans.

This would break down trans-Atlantic bridges.”
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The days are long gone when hundreds of thousands of American troops were stationed in
Germany as a bulwark against the possibility of a Soviet invasion. Today, the country is much
more a hub for wider American military operations.

Facilities include Ramstein Air Base, critical for operations in the Middle East and Africa and
headquarters to the U.S. Air Forces in Europe and Africa; the Landstuhl Regional Medical Cen-
ter, which has saved the lives of countless Americans wounded in Iraq and Afghanistan; and
the headquarters of both U.S. European Command and U.S. Africa Command in Stuttgart.

Germany is also home to the headquarters of U.S. Army Europe in Wiesbaden, an F-16 fighter
base in Spangdahlem, and the Grafenwoehr Training Area, the largest NATO training facility in
Europe.

“If this is confirmed, you have to ask yourself what impact this will have on NATO and the se-
curity architecture in Europe,” Beyer said. Germany has been increasing its defense spend-
ing and the issue of troops had lain dormant for many months.

It wasn’t immediately clear why it was
being brought up again, but Trump’s
decision came shortly after Chancellor
Angela Merkel said that she wouldn’t
attend a Group of Seven summit in
person in the U.S. if the president de-
cided to go ahead with it. Shortly after
the chancellor’s announcement,
Trump said he was postponing the
summit.

German Foreign Minister Heiko Maas acknowledged over the weekend that current ties with
Washington were “complicated.”

He voiced concerns in an interview with Bild newspaper that the U.S. presidential election
campaign could further polarize Washington and stoke populist politics. “Then co-existence
within the country doesn’t just become harder, it also fuels conflicts on the international
level,” he was quoted as saying. “That’s the last thing we need.”

Zeke Miller reported from Washington. Lorne Cook in Brussels contributed to this report.
Nimitz and its strike group deploy

By Geoff Ziezulewicz, Navy Times, Junel0,2020

THE AIRCRAFT CARRIER NIMITZ and portions of its strike group left San Diego Monday for a
deployment. Navy officials declined to say where the 45-year-old carrier and its warships were
headed.

Sailors assigned to the strike group were

- quarantined on land for 14 days and were
Imes tested for COVID-19 prior to getting under-
way, according to a Navy statement. Nimitz

sailors completed a 27-day fast cruise aboard
the ship, which included a testing period for
the virus. During the composite training unit exercise carried out by the strike group before
deploying, units got acclimated with COVID-19 prevention best practices such as wearing face
masks, minimizing meetings and gatherings, social distancing and cleaning of spaces several
times a day, practices that will be continued throughout the deployment, according to the
Navy.
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Navy leaders have in recent
weeks emphasized a “bubble”
mentality, keeping crews iso-
lated ashore before loading up a
coronavirus-free crew into the
ship so as to avoid outbreaks
similar to the one seen this
spring aboard the carrier Theo-
dore Roosevelt.

Vice Adm. Phillip Sawyer, deputy
chief of naval operations for op-
erations, plans and strategy,
noted last month that measures
to mitigate the spread of the
novel coronavirus “are not per-
fect.”

“There are those seams and
that’s why the virus can sneak in
on us,” Sawyer said. “We just
take as much precaution as we
possibly can.”

Units rounding out the strike
group and joining the 45-year-old
Nimitz on its latest deployment
include the guided-missile
cruiser Princeton as well as the
destroyers Sterett and Ralph
Johnson.

In the air, Carrier Air Wing 17 is
comprised of Strike Fighter Squadrons 137, 94 and 22, Marine Fighter Attack Squadron 323,
Electronic Attack Squadron 139, Carrier Airborne Early Warning Squadron 116, Helicopter Sea
Combat Squadron 6, Helicopter Maritime Strike Squadron 73 and Fleet Logistics Support
Squadron 30.

Sterett left Naval Base San Diego on Thursday, while the Princeton headed out Saturday.
Ralph Johnson will get underway Tuesday.

Are you a sailor whose ship or unit has had a COVID-19 outbreak? Email geoffz@mili-
tarytimes.com and tell us about it.

Geoff Ziezulewicz is a senior staff reporter for Military Times, focusing on the Navy. He cov-
ered Iraq and Afghanistan extensively and was most recently a reporter at the Chicago Tribune

America upgrades its
toughest fighting
force

By Lt General (retd) Sir Robert Fry. The
Article, June 7, 2020 Robert served 30

years in the Royal Marines

MEMBERS OF THE UNITED STATES MARINE CORPS are difficult to miss. The combination of
the barked oo-rah! greeting and the severe “high and tight” haircut do rather catch the atten-
tion. Its history pre-dates the American War of Independence and the Corps has been at the
heart of the US military identity since 1775, never more so than in the Pacific Campaign
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against Japan in the Second World War. The immediate impression is muscular rather than
cerebral. But that is misleading, as no military organisation in the world thinks more deeply
about the application of organised violence than the USMC.

That is partly the result of always having to justify its existence. Like marine corps the world
over it is the provisional wing of its national armed forces: always disputing proprietorial
rights of the land battle with the army and locked in a passionate love/hate relationship with
the navy; it rubs along with the air force, but, as it operates over 1,000 rotary and fixed wing
aircraft, there is the occasional tension there too.

They are the New Prussians in at least two senses. First, the singular sense of shared identity
and values gives them a character with at least a passing resemblance to an enclosed Teu-
tonic order; and second, the relentless analysis of the profession of arms has few historical
precedents and the Prusso-German General Staff in the late 19" Century is the most obvious.

They are also formidable. Any outfit that can fight and win the battle for Iwo Jima has a certain
resilience, but the key point about the USMC is that it is an inherently joint organisation. Joint
in the military sense meaning it is composed of land, air and sea elements.

Most armed forces have to make this up as they go along and it is something the British mili-
tary has always been pretty good at, but nothing beats a joint force which has been designed,
trained and equipped to operate simultaneously in the three traditional warfare media. Starting
from a maritime base, they pass over the sea and through the air in order to create an effect on
land. The fighter pilot delivering his bombs in support of the infantry soldier closing with the
enemy wears the same uniform, has been through the same training and shares a sense of fra-
ternal identity — it is a unique characteristic. Weighing in at 186,000 active strength and 38,000
reserves (the British army has a regular strength of around 75,000, with 27,000 reserves), it has
more aircraft than most air forces and more tanks than most armies.

Any organisation that can boast alumni like
Steve McQueen, Gene Hackman, Harvey Keitel,
Lee Marvin and (both) the Everly Brothers is
clearly a broad church. It has accommodated its
own legends like Chesty Puller (five Navy
Crosses in World War Il and Korea), Howling Mad
(don’t ask) Smith and Minnie Spotted Wolf (the
first native American woman to join the Corps;
women have served in the USMC since 1918).

w‘,
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“Sith's account of the
"_Mw.-up:lgmc
; raws to Two Jima is
Historical

As recently as 2018 serving or retired marines
were operating as the Chairman of the US Joint
Chiefs, the White House chief of staff, the Secre-
tary of Defence and two of the six US regional
commanders; former marines George Shultz,
James Baker, Don Regan, Jim Jones, John Kelly
and Jim Mattis have all held cabinet rank offices
in administrations from Reagan to Trump.

Throw in the recent bosses of Chrysler, FedEx
and General Motors and you get the picture. It is
the CVs in every walk of American life that con-
tain an interlude — a national rite of passage —
in the USMC that is the true testament to its
reach. The Corps captures something that is at
the heart of America’s sense of its best self that
speaks to enduring values in a turbulent world,
perfectly caught by its motto: Semper Fidelis — Always Faithful.

So much for the eulogy, now down to business. The 38" and current Commandant of the
USMC is causing a bit of a stir. General David Berger issued a Commandant’s Planning Guid-
ance document (intended to do exactly what it says on the tin) in July 2019 followed by a Force
Design 2030 blueprint in March this year.
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Taken together, they point the way to a fundamental revision of the way the USMC thinks
about how it will organise itself to fight the next war. Out will go the mass hit the beaches as-
sault beloved of both Hollywood and Corps iconography; out will go tanks and tube artillery;
and out will go a lot of helicopters, some infantry numbers and a third of the planned F-35
fighter aircraft. In will come what is known in the trade as distributed operations capable
forces i.e. smaller and more agile groups that depend not on the punch they pack in them-
selves but the punch they can control from long range, remote firepower; in will come rocket
artillery; in will come persistent unmanned aircraft systems (aka drones) that will possess
both intelligence collection and lethal payloads; and in will come sophisticated networking
with access to cyber, information and space effects as well as more traditional weaponry.

The love/hate relationship with the US Navy will also enter a new phase of mutual infatuation
as the revised operational design will only be possible with intimate naval co-operation.

General Berger is guiding the USMC in this direction for two reasons. The first is that it’s what
he’s been told to do. The highest level of military strategic guidance given by the Pentagon is
the quadrennial National Defense Strategy and the 2018 edition outlined a generational course
adjustment away from the post 9/11 preoccupation with terrorism and back to great power
competition as the primary focus of national military strategy.

It then went beyond the general and into the specifics of the nations it considered the greatest
threat, with China front and centre, and that was before trade wars and Covid-19. By ditching
the legacy of the First Pacific Campaign, Berger is preparing his corps to fight the second.
There is an arresting precedent for this in War Plan Orange, the campaign plan America devel-
oped to fight Japan that was developed and refined throughout the 1930s; in the event, the
only thing that the plan did not anticipate was Kamikaze attack.

The second is that he has no operational alternative. The Chinese DF-21D ballistic missile can
fire multiple terminally guided warheads over 2,000 kms and you get over 1,000 of them for the
equivalent cost of a single US aircraft carrier. It is part of a layered missile defence system that
is complemented by the ships, submarines and aircraft of the increasingly competent Chinese
armed forces that is now able to pursue an area denial strategy within the East and South
China Seas.

So, if the USMC is going to play a role in, say, recovering territory after a Chinese attack on
Taiwan, it will need to replace its limited number of large, expensive and capable amphibious
ships with a larger number of smaller, cheaper and more utilitarian platforms. The future lies in
the dispersion of effort rather than the concentration of effort which has been the USMC trade-
mark.

The Berger reforms have attracted a deluge of comment in the military equivalent of the trade
press and when even the Economist offers a view, you know it’s serious. The balance of com-
mentary favours a changed USMC approach as part of a wider containment strategy to be
used in a potential future Cold War with China. But when the US Marines are contemplating a
return to the island chains of the Pacific, it’s a hot war that we need to worry about: Semper Fi.

I 'OF stops Hamas ‘honey-

pots' from trapping soldiers

By Anna Ahronheim, Jerusalem Post February 16, 2020

AS PART OF OPERATION REBOUND the Israeli Defence
_ Force has foiled a third Hamas network posing as attrac-

tive young women on social networks that lures in IDF
soldiers in order to access as much information and intelligence on the army as it can. The
phones of hundreds of soldiers, including combat soldiers, were compromised in the third
such Hamas honeypot operation foiled by the Israeli military and the Shin Bet (Israel Security
Service) since 2017
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Right: Photo of a Hamas honeypot photo,
identified as Noa D. (photo credit: IDF

SPOKESPERSON'S UNIT)

According to the military, there have been a
number of improvements by Hamas,
including the use of new platforms like
Telegram alongside Instagram, Facebook and
WhatsApp.

Hamas, the military said, improved its ability
to start a dialogue with soldiers, using
hashtags and slang.

The group also started sending voice mes-
sages in an attempt to make the enemy ac-
count sound more believable.

The IDF identified six main characters used

by Hamas, many of whom presented themselves as new immigrants to Israel with hearing or
vision problems to explain for their less-than fluent Hebrew. The characters were: Sara Or-
lova, Maria Jacobova, Eden Ben Ezra, Noa Danon, Yael Azoulay and Rebecca Abuksis.

In addition to using the same characters on various platforms to boost its credibility, Hamas is
said to have edited the pictures of the characters, making it more difficult to find the original
source of the picture.

The new applications used by Hamas included three social networking applications: GrixyApp,
ZatuApp and Catch&See. According to the military, unlike the previous honeypot attempts by
Hamas, these applications were not accessible through app stores, but could only be down-
loaded from links sent to soldiers by the Hamas operative.

Prior to being downloaded, the application would ask for permission to several applications on
the user’s phone, including those used by other applications for legitimate reasons like access
to location, camera, microphone, etc.

Immediately after downloading the application, it appeared as an icon, but once clicked on it
would open with an error message that the device doesn’t support the version of the applica-
tion and would then seem to delete itself from the user’s phone.

But while the application seemed to have disappeared from the phone, the virus remained and
gave direct access to Hamas, which would
be able to take control of the device.

Once on the phone, the virus would give
Hamas operatives control over all aspects
of the phone, including pictures, the sol-
dier’s location, text messages and the sol-
dier’s contact list. T

the virus would also have access to the
phone’s camera and microphone, taking
pictures and recording conversations re-

: motely without the soldier knowing. Unlike
in previous attempts by Hamas, the group also was able to download and transfer files and
have access to the phone’s GPS, allowing them to know the infected device’s location. At that
point, the Hamas operatives would stop communicating with the soldiers.

While the military knew about Hamas’s operation for the past several months, it was decided
to let them continue, to enable the IDF to have more effective technological means to stop the
terror group.

The head of the IDF’s operational security department, Col. “R,” said the military was not sur-
prised that Hamas has kept trying to lure Israeli soldiers, and expects that it would not be the
last time that such cyber plots would be attempted by the terror group.
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The IDF said there was no damage to national security and that the soldiers who have had
their phones hacked — mainly conscripted soldiers and low-ranking officers —would be called
in to have the virus disabled on their phones.

The army has reiterated to soldiers to follow its cautious guidelines for the use of social net-
works: only confirming friendship requests from people one knows personally; to not upload
any classified information to any social network; and to only download applications from the
original App Store (rather than downloading applications from links).

The military has also recommended that if a soldier is approached by a stranger online, to be
aware that it might be an attempt to lure them, especially if the suspicious individual is unable
to meet in person.

The IDF has urged all soldiers to report to their commander and security officials if the suspi-
cious individual asks them to download applications and if they feel that their phone may have
been compromised.
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